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Chapter 11 
Realizing the Complexity o:f Data Prote:ction 

Marion Alhers 

11.1 Introduction 

Reali;ing Lhc Complcxity of Data Protcction sounds a bit off-putting. Would it not 
be a better approach to lay down a few s,implc principles that would provide legal 
guidance for processing personal daLa? l11 contrast to such thinking, thc prcscnt con-
tribution advances the thcsis that data protection is hy its narnre an cxtraordinarily 
complcx fiicld an<l therefore requires multi-level and complex rcgulation. Yet at its 
core. the legal framcwork is still characterized hy out-dated concepts going back to 
when data protection first cmerged. This applies both 10 the under.standing of funda-
mental rights relevant to data protection and to the basic approachcs to rcgulation. 
Modem data protection calls for new legal appmaches. 

The art,iclc provi<les a legal analysis hoth of tbc inllucntiat legal intellectual 
approaches and ,of the ccntral legal provisions aml also identifies arcas wherc recon-
ceptualizations are needed. Other analyses oflegal rules would be equally intcresting: 
forexample, from a political-science perspectivc conccrning the impact of lobbyism 
or from an engineering perspectivc regarding thc transformation of data protection 
into concepts. Howcver, the legal perspcctive. wbich addrcsses thc 
understanding of legal ruks in tcrms of lega1l theory. doctrinat constructions and 
methodological approacbes. is just as imponant for data protection. After all. thc 
law substantially shupcs data protection by means ,of patterns that can be explaincd 
in a manner intrinsic to the legal system. Yct every sopbisticated legal approach is also 
characterized by the fact that it is abk ,to incorporate insights from other <lisciplines. 
that is, to guarantec that the law is appropriatcly receptive and iliat it is compati-
hle witb concepts across various disciplines. Precisely this is what data protection 
law must be able to achieve, as data protection lies at the interscction of m.1merous 
disciplines. This is ano.ther reason why sufficiently complex regulatory concepts are 
neoessary. 
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Lcgally spcaking. data protection i1-, charactcrized both by fundamental rights and 
by legal principlc!> an<l provisions. Thc norms cannot bc understood by examining 
only their wording. More important arc the conccpts underpinning thcrn that gui<le 
thc understanding of the norms. The present anicle analyze~ thcm less from thc 
perspcctivc of legal mcthod. which involvcs the intcrpretation of cenain rules in a 
way that is consistent with the mcthod. buL more from a lcgal-theory and doctrinal 
pcrspcctive. The delibcrations centcron Gcrman and Europcan law. They pul German 
law into focus as a contincntal European legal system orientcd toward codification in 
which data protection law wa" developed fairly early and has in the meantime been 
claborated to become an extensive cornplex of norms addressing fundamental rights 
a, weil as legal mies. An impact on Europcan law ariscs from reciprocal innuences 
in law-making and from thc network of jurisdiction among the German Federal 
Constitutional Court, thc Europcan Court for Human Rights. an<l the Europcan Court 
of Justicc. 

Thc analysis starts by presenting the conceplion of fundamental rights (Sect. 2. l) 
ai. weil as of protected interest<; (Sect. 2.2). Beyond thc right to privacy, thc right to 
informational self-determination has become a guiding principle. espccially in the 
Gcrman legal system. Sect. 3 demonstrates to what a !arge extcnt Lhe concepts of 
fundamental rights inHuence the approaches. principlcs and legal constructi, of data 
protection law. My hypothesis is that the clementary pattcrns of thinking must be 
constructed in a different way in ordcr to achieve appropriate data protcction law. Data 
protection will then prove tobe a highly complex and novel licld involving particular 
challenges for law. This hypothcsis shall bc cxplaincd in Seel. 4 with three aspects in 
mind: Firstly. the object of data protection is complex. namcly not only personal data. 
but a network consisting of scveral basic elemcnts: data am.l information. knowledgc 
an<l the flow of data and infonnation. decisions an<l thc consequences of dccisions 
(Seel. 4.1 ). Secondly. data protection eannot be reduced to a uniform lcgally protected 
good. lt encompasses a complex bundle of intcrests and legal positions aiming at 
protecting the individual in his or her sociality (Sect. 4.2). Thir<lly, data protection 
requircs complex eoncepts of regulation thal must not on ly coordi natc data protection 
law with the issuc-related i,ubstantive legal norrns appropriately. but mw.t also take 
up basic clcments of risk regulation or technology law (Scct. 4.3). After all, data 
protection law is anything but burcaucratic. lt is modern aml exciling, and at the 
same time requires additional elaboration in many respects. 

11.2 Guiding Paradigms of Data Protection Based 
in Fundamental Rights 

The concept of data protection cmerged in thc l 970s against thc background of central 
mainframe computing systcms. At thc Europcan level as weil as in Germany tbe first 
sets of legal rules wcre devcloped.1 With huge amounts of data being processed in 
the~e systems in a predefined sequence, the idca was that the individual stcps of 

1 See the Convcntion No. 108 for the Protection of lndividuals with regard to Automatie Processing 
of Personal Data. 28 January 1981: Mayer-Schönberger 1997. 219. 220 ff.: Bygrave 2002. 94 ff. As 



11 RealiLing the Complexity of Data Protection '.!15 

data proccssing, including data collection, data storage, and data usc, would havc 
to be controlled. Attention was focused on regulating the individual steps of data 
processing? 

This backgroun<l and the pattems of thinking as~ociated with it not only formed 
the basis for early data protection rules, but also for thc substance of fundamental 
rights which werc concretized or developed in responsc to the challenges processing 
personal data electronically. Starling in the l 970s, the right to privacy began to be 
intcrpretcd in a ncw way.3 In Gcrmany, thc Federal Constitutional Court derived thc 
right to informational self-determination in its 1983 dccision concerning thc cen-
sus ('"Volkszählungsuneil").4 Later, fundamental right~ quickly became the guiding 
principles for thc general understanding of data protection by law. 

For their pan, fundamental rights are linked to cenain pattems of observation and 
thinkiog. The traditional understanding of fundamental rights is connected to liberal 
paradigms. According to this notion, fundamental rights are ahout protection against 
encroachments by thc statc. Although extensions of the functions of the fundamental 
rights, e.g., rights to protection by the state or institutional guarantees, are rccognize<l 
in principlc hy now protection against encroachments is oftcn considercd the primary 
dimcnsion of protection in fundamental rights: it still is the leading approach. How-
ever, this approach has prerequisites and limitations influencing the substance and 
the functions fundamental rights can havc. The newly dcrived right to informational 
self-dctermination can illustrate this very clearly. In thc following scction, thc tradi-
tional concept of fundamental rights and its limitations will bc elucidated as weil as 
the charactcristics of thc right to informational self-dctem1ination. 

11.2.1 The Traditional Coucept of Fundamental Rights 

11.2.1. 1 Protection Against Encroachments as a Central Pattern 
of Fundamental Rights 

Accor<ling to the ··ctassical„ vicw base<l on libcralism. fundamental rights scrve 
primarily as protective rights of the individual against interventions hy the state.5 

Thc persons protected enjoy certain frcedoms or legal positions. State measures 
interfering in these freedoms can be fended off by means of legal remedies. provided 
they arc not covcrcd by constitutional law. 

to thc modemization sec www.coe.int/t/dghl/standardsetting/dataprotection/modernisation_cn.asp. 
See also Nouwt 2009. 275. 286 ff. For data prot.:ction history in Germany '\t.'e Abel '.!003. Chap. '.!. 7 
Rz. 1 ff.; Similis 2011, Rn. 1 ff. 
2 lnflucntial in Germany: Wilhelm Steinmüller/Bernd Lutterbeck/Christoph Mallmano/Uwe Har-
bon/Gerhard Kolb/Jochcn Schneider. Grundfragen des Daren~c/1111:es: Gutachten im Auftrag des 
Bundesministeriums des Innern. 1971. BTDrucks. Vl/3826. Anl. 1. 
•1 See. among others. Westin 1970. p. 42. 

BVerfGE 65. 1. 42 ff.; Dec 15. 1983. Census Judgment. 
5 Negative libeny. sec i. e. Berlin 1969. 118 IT. With regard to the jurisdiction of the FCC sec 
BVerfGE 7. 198. 204 f.-Lüth-68. 193. 205. 
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The trnditional ,·iew of protcction against cncroachmcnts as a ccntral paltcrn of 
fundamental rights is rdlcctcd morc or less distinctly in thcir codifü:ation. i.c. in 
thc Europcan Conwntion on Human Rights ( ECHR l. in the Charter of Fundamental 
Rights ofthc Europcan Union (Charter) or in thc Gcrman Basic Law (Grundgesetz: 
GG ). The jurisdiction of the Eumpean Court of Human Righh. of the European Coun 
of Justicc an<l of the German Fe<lcral Constitutional Court has clahoratcd thc functinn 
of the fundamental righh to protcct against cncroachmcnt in numcrous dcci~ion,. 

In terms of thcir structurc, fundamental rights involvc on thc onc hand the scope 
nf protcction and--on thc other-thc rcscrvation allowing legal rcgulation proYidc<l 
that such regulation meets all constitutional requiremcnts. For example. their ~cnpc 
of protcction safcguards Lhc right 10 respcct for private life or thc frcc dcvclopmcnl 
of one's pcrsonality6 . frcedom of expression7 , and the inviolahility of the sccrccy 
of tdecommunications.8 Thc crucial point is that thc classical conccpt takes thc,c 
frccdoms as a given. Thc rok of the state is rcdnced to thc function of limiting 
freedom with regard to puhlic good or thc rights of othcrs. Thc rescrvations inclu<lcc.l 
in fundamental rights allocate thi~ task primarily to thc lcgislaturc and cnablcs it to 
limit the guarantccs of frccdoms hy mcans of constitutional statutory rcgulations.'J ,\11 
intcrventions hy the statc requirc a statutory hasis. This hasis must take thc relevant 
constitulional rcquircmcnts. cspccially the principle of the clarity and ccrtainty of 
provisions and the principlc of proportionality, into account as must lhe cxccutivc 
hranch in any dccision founded upon that stalutory hasis. 

11.2.1.2 Limitations of the Concept 

The undcrstanding of fundamental righ1~ as protcction ag.ainst encroachmcms on 
rig.hh sccms to he a far-rcaching. optimal protcction of frccdom. But in fact. it has 

"Articlc 8 ( 1 J ECHR: ·'Everyone ha, thc righl to respcct for hi, pri,atc and fmnily lili:. hi, hornc 
and hi, correspondcncc."; Aniclc 7 El' Charter: "Ewryonc has thc right to rc,pcct for his or h.:r 
private and family lifl:. homc and communication,.": ,\rticlc 2 ( 1 l GG: "ber~hody ha, thc right 10 
thc frcc dc,·elopmcnt of his or her per<,onalit} [ ... 1"-
7 Anidc 5 ( 1} GG: .. Ewryum: ha, thc right frccly tu c~prc,., and dh,cminate his or her opinions 111 

,peech. wriling and pic!Urc, 1- .. )"'. 
'An. 10 ( I J GG: 'Thc secrccy of cnmmunication hy lcltcr, and of tekcommunication is inviolahlc. •• 
"See Article 8 {2) ECHR: "Therc ,hall be no intcrfercncc hy a put>lic au1hori1y wilh thc c.,crci,c 
of thi, righl c.xCl:pt such a, i, in accordance with thc la" and i, necc,sar~ in a dcmocratic ,ocict~ 
in 1he in1en:srs of national securily. puhlic ,afety or 1hc economic wcll-hcing of thc country. for 
thc prevenlion of disorder or .:rim.:. for lhc prott:ction of hcalth or moral,. or for thi: protecliun of 
thc rights and frcedorns of othcrs.": Artide 5:2 ( 11 Eli Charter: 'An) limitation on lhc cx..:rci,e of 
the rights and freedoms rccogniscd b~ this Charter must hc providi:d for by law and respcct thc 
e\sCncc of1hosc rig:hh and frecdom,. Subject lo thc principk of proportionalil). limita1io11', nla) t>e 
made only ifthcy arc necc.,sar) and genuinely mcct ohjccti"es of gencral inlerc,t n:cog1mcd h) thc 
l 1nion or the necd 10 pro1cc11he right, and frcedoms of othcrs.": Artick { 1 l GG: "1- .. ] pro,ided 
!hat thcy do not interfo:re with the right, of other< or violah:: the rnn,(ilutional ord.::r or moral la" : · 
or Articlc 5 (2) GG: "The,..: rights shall be ~uhjecl 10 thc limitations laid down hy thc provisions of 
thc gencral laws and to statutor) prO\ isions for thc prot.:ction of) oung peopk and to thc ohligation 
to respcct personal honour ... 
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many prerequisites and is accompanied by limüatiom- due to its structure. A<; the tra-
ditional concept of protection againsl encroachments builds on liberal con~:cptions 
of fundamental rights. ••freedom·' is understood as apre- or non-state spherc. i.e. as 
a sphere antccedent to the state or external to it, and as •·natural freedom_"w Con-
sequently, fundamental rights are directed solely loward the protection of freedoms 
that already exist. The social preconditions of individual frecdom or. expressed more 
radically and more prccisely, the social foundation and embeddcdness of individual 
freedom are not given consideration. The approach also resuhs in spccific ~ubjecl 
matter<: or interests which are to be protected by fundamental rights. They arc con-
ceivcd of as individualistic, i.e. from a perspcctive focusing 011 the individual andin 
the form of an individual good that is not alrcady structurally limited. 11 Protcctioa 
is grantcd. in particular, to individual self-determination. to individual decisions and 
behavior at will, to one's own body. or to property. 

In liberal thoughl on fundamental rights, thc state appears exclusivcly as an insti-
tution that limils individual possibilitics to decide or to act frecly. Such limitation~ 
must be justified. namely by the parliament passing a law that pursues a legitimate 
goal. that is as precise as possible both in its legal rcquirements and its legal conse-
quenccs. and that is commensurate with the principlc of proportionality. Such laws 
guide and limit the decisions of the executive. Just as the concept of frcedom and the 
scope of protection of individual rights are shapcd in specific ways, the role of laws 
and thc requirements of the dcsign of laws are tailorcd cxclusively toward justifying 
limitations on freedom. The multi-dimensional role of thc legislation as weil as of 
laws is disregarded. 

11.2.2 lnformational Seif-Determination as a Protected lnterest 

The classical-liberal concept of fundame111al rights also cbaractcrizcs the form in 
which the goods to be protected by data protection arc describcd. This applies cspe-
cially clcarly to the right to informational self-determination. This right is the decisive 
fundamental right in the rcalm of data protection in Germany. Howevcr. it is also 
being mentioned with greater frequency in the transnational and European dcbate 
as a central right worthy of protection. 12 Several scholarly debates are about how to 
undcrstand or how to concretize this right. This section analyzes the right to infor-
mational self-determination with a view Lo the influential jurisdiction of the German 
Fcdcral Constitutional Court. which has developcd and established it. At least in this 
respecl, the construction of this right and thc dcscription of its scope of protection 
are bascd upon traditional doctrinal concepts and are therefore insufficient. 

10 Böckenförde 1974. 1529. 1532: Lübbe-Wolff 1988. 75 ff. 
11 Albers 2005. 30 ff. 
12 See. i.e .. Schwanz 1989. 675 (677 ff .. 701 ). See also Raab and Goold 2011, 17. Wi1h distingui,h-
ing eonsideration~ Rouvroy and Poullet. (Fn. 1 ), 45, 52 ff. For an overview of the constitutional 
rights in European countries see Leenes et al. 2008. 
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The Fedcral Constitutional Coun derived the righ1 to informational self-
dctermination from the general right of pcrsonality guaranteed by An. 2 in 
conjunction with Art. 1 GG13 in its 1983 decision concerning the censu<i. t-1 The 
right 10 informational sclf-dc1ermination confers on thc individual the power to, in 
principle. detcrmine for himself or her,,clf the disclosure and use of his or her per-
sonal data. 15 Individuals have the right 10 decide 1hemsclve~ whethcr and how their 
personal data is tobe divulgcd and uscd. in othcr words: a right to self-dctermination 
about processing of data relating to them. 

How did the Fedcral Constitutional Coun arrive at this subjcct matter 10 be pro-
tccted called "informational self-determination"? Its prccursor is the right to privacy. 
which is also anchored in Art. 2 in conjunction with Art. l GG and was recognised 
in thc casc-law of thc Fcdcral Constitutional Coun since the 1970s. Thc Federal 
Constitutional Court originally conceived this right cmploying the spatial imagery 
of arcas of rctreat walled off from thc outside world. or similarly isolated situatiofö 
for interaction and communication. and a5 the right to bc !et alone. or as the right to 
kcep cvents in this isolatcd sphere confidential. 16 The right to privacy centered on a 
spatially as weil as thematically specifieu area which is to rcmain. in principle. frec 
of undesired inspection. This was the traditional. narrow concept of privacy. This 
concept urcw thc samc broau criticism as it did in thc Amcrican privacy dcbate. Thc 
lirst point of criticism emphasizcd the relativity of the sphere of personal privacy: it 
could be describcd only in terms "'relative'' to those receiving information. 17 Thcrc-
fore. what was tobe protected was not a predetem1ined spherc. but the capacity ofthe 
individual to dccide 10 whom to disclose which information. Alan Westin couched 
this idea in thcse tcrms as early as 1972.18 The second point of criticism highlightc<l 
the fact that the need for protection was less about thc private spherc as the context 
in which certain data cmcrge but rather about which information could be dcrivcd 
from data obtaincd and how that information could be used. 19 ln othcr words, what 
is decisive is not the contcxt data originate from but rather thc context in which 
thc information is used. Thc FcdcrJl Constitutional Court respondcd to these ccntral 
poinl\ of criticism of the rather narrow concept of the right 10 privacy undcrstood as a 
protected sphcre by dcveloping thc idea of a right to inforrnational self-determination 

1.1 Articlc 2 GG: ··Evcrybody ~hall havc thc righl 10 the frcc development of his or her personality 
[ ... ]": Articlc I GG: '"Human dignity shall be inviolablc. To respcct and to prolcct it \hall be the 
dul) of all \late authority ... 
1~ BVcrfGE 65. 1. 42 ff.: Dec 15. 1983. Census Judgmcnt. Subsequent dccisions are. among.51 
othcrs. BVcrfGE 78, 77. 8--1 ff.: 84. 192. 194 ff.: 113. 29. 46 ff.: 115. 166. 188 ff. 
15 BVerfGE 65. 1. 43. Analyzing the dccision and its background: Alber\ (Fn. 11). 149 ff.: sec al~o 
Rouvroy and Poullet (Fn. 12). 52 ff. 
16 BVerfGE 27. 1. 6 ff: 27. 344, 350 ff. : 32. 373. 378 ff.: 33. p. 367 376 ff.: 44. 353. 372 ff. See 
also Warrcn and Brandeis 1890. 193- 220. 
17 Sec Sehlink 1986. 233. 242: Solove 2004. 212 f. 
18 Westin 1970. 42. 
19 See Simili\ 1971. 673. 680. 
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wruch centcrs on individual decision capacities as weil as on the contex.t or usc.20 The 
Court also took up the acknowledged constitutiona11y protccted good1, of autonomy 
and frccdom of dccision and action. arguiog as follows: frce dccision and acüon arc 
possible only undcr ccrtain circumstances, If a person is 1msure whether deviating 
behaviors may he stored as inl'ormation and uscd to his/her disadvantagc. he/she will 
try not to auract auention by such behavior and is no longer frce to act at wal.21 

That is why the protection of fundamental rights ml!lst covcr the protecüon against 
information and data processing by the state. The Federa[ Const,itutiona! Court thcn 
shaped this e11:1ent of proteclion with l'efercnce to frecdom of dccision and action. 
Just as peoplc can dccide ahout the1iir actions, they also havc thc right to detcrminc 
how -their" personal data wiill be processed. 

What character,izes this right to infonnaliona:I sclf-detcrmination? 11 reaches be-
yond the classical undcrstanding ofthe righl lO privacy. 11s core elcment is a rclatively 
abstract and thcrdorc far-reaching individual right to make decisions ranging from 
disclosure of data to thcir processing and to thcir use. Evcn if thc right to informa-
l1ional sclf-dctermination is derived from the right to the frcc devclopmcnt of his or 
her pcrsonality and from human dignity22 , its scope of protection is shaped likewisc 
a propcrty right.23 Similar w some Amcrican conccptions of privacy-"Privacy," 
Charles Fried writes, "'is the rnntrol wehave over informat<ion about ournelvcs 1- .. ], 
is control ovcr knowledge ab(mt oneself.''24-informational self-determi:nation is 
thought of as a righl of control over personal data. Thc holders of fundamenital rights 
also havc the righl to know hy whom and for what pur]Xlscs personal data referring 
to thern are processcd'.!5 , lmt tbat right is accessory in the conte;,;t of thc conccpt. 

The fundamental right protccts this right 10 decide over thc disclosurc, proccssing 
ancl u.sc of personal data as an individual protcclion against any encroachment. lt 
follows from such a scope of protection that. as a matter of principlc, evcry step 
in proccssing personal da.ta is to be con.~idered as an encroachmcnl on the right 
10 informational self-dctcrmination. Thcrcforc. every step in personal 
data must be based either ,on consent or-more important2b--on a constitu1tional 
legal basis which has to meet the requüements of ,the principles of clarity and 

20 For literary ~ourcc.<. of thc Coun·s decision ~ec Hennann Hcußncr (fonncr judge at the FCC 
preparing the Ccnsus Dccision). 1984, 279 (280 F.). Amongst othcrs, thc ideas oFWestin havc been 
reccived hy thc members of thc Court. see Ernst Bcnda ( former ?resident or thc FCC participating 
at thc Census Dcoision) 1974. 23 (32). 
21 BVerfGE 65. 1. 43. 
22 See the consiclerations of Rouvroy/Poulkt ( Fn. 12). 52 ff. 
l} lt is true that the FCC also stated: .. The individual does not have a rightin thc sense of an absolute. 
unlimitable mastery over 'his· or "her' data; hch,he is rather a personality thal develops wi<thin a 
social community and is dependent upon communication:'. BVerfGE 65. 1. 46. However. these 
ground~ rcfer to the reservation allowing to limit the scope of protection by means of statutory rules; 
Lhey do 001 alter the shaping of the scope of protection. 
24 Fried 1%8. 475. 482. 
2~ BVerfGE 65. 1. 46. 
2~ The core of the light 10 ,informational sclf-detemlination is not that conscnt h~ to ,play a key 
rolc. Theoretically and practically more important is ~hat a consti'lUtional legal basis ,is necessary to 
ju~tify data proccssing. 
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determinedness and of proportionality.27 Additionally. the Fedcral Constitutiona1 
Court cmphasized the principle of specifying the purposc.o, of data processing in 
advancc and the principle that further data processing is bound to the original pur-
pose.28 These consequences already show the far-rcaching influence such a concept 
of informational self-determination ha~ on data protection laws. 

11.3 lnfluence on Data Protection Approaches and Principles 

In Gern,any, thc right to informational self-detcnnination is very firmly entrenchcd 
and has many ramifications and marks lhe approaches. principlcs. legal constructs 
and laws penaining to data protection to 1his day. Thc rcspcctive pauerns of think-
ing have also inlluenced thc Data Protcction Directive of 1he European Union and 
the fundamental right expressed in Art. 8 of thc EU Charter of Fundamental Rights 
via reciprocal intluences in law-making. Similarly, they affcct court rulings via the 
network of jurisdiction among thc German Federal Constitutional Court, the Euro-
pean Court for Human Rights, and the Europcan Court of Justice.29 In this scction, 
important implications thcse pattcms of thinking have on the approaches, principles. 
and legal constructs of dala proteclion are highlighled. 

lnfonnalional self-determination. shaped as 1he individual right to decide over lhe 
disclosure. processing anti use of personal data, cenlers on data. specifically thc indi-
vidual piece of personal data, andin the broader sense its proccssing in a sequence of 
pre-defined steps-collection. storage, alleration, usc. transfer. Additionally. "data" 
and "information'' arc treated as though thcy werc synonyms. This reflects an ontic 
concept of information, namely the idca lhat information is a kiml of depiction of 
reality and that data could be treated a~ if thcy werc objects. Vicws of this kind 
occur in thc basic approache~ and in the legal delinitions of data protcction law. 
For example. thc German Fcdcral Dala Protection Act (Bundesdatenschutzgcsell: 
BDSG) docs not distinguish bctwecn data and information <* 31 BDSG) and focuscs 
on the lawfulness of the collection, storagc, usc or transfer of personal data (*§ 4, 
13 IT., 27 ff. BDSG). Similarly, both thc Directive 95/.t6/EC30 and thc Proposal of 
the Commission for a General Data Protection Regulation31 define personal data as 
any informalion rclating to an idcntificd or identiliabe natural pcrson or data subjcct 

z7 BVerfGE 65. 1. 44 ff. 
~K BVerfGE 65. 1. 46. 
'!'I For Data Protection in the Casc La" of the EctHR and the ECJ ,ee de Hcrt and Gu1winh. 
(Fn. 1 ). 3. 14 ff.; Sicmen 2006. p. S 1; Schweizer 2009. 462, 464 ff. 
10 Dircctive 95/46/EC of the European Parliamenl and of the Council of 24 October 1995 on thc 
protection of individuals with regard to lhe processing of personal da1a and on thc free movemcnt 
of such data. Official Journal L 281/31. 
JI Proposal of the European Commi~sion of 25 fanuary 2012 for a Regulation of thc European 
Parliamenl and of the Council on the protection of individuals wilh rcgard 10 lhe processing of 
personal data and on the free movement of such data (General Data Protection Regulation). COM 
(2012) 11 final. 
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(Art. 2 ofDirCl:tive 95/46/EC:Art. 4 GDPR-Proposal) and lay down conditions umlcr 
which the processing of <lata, defined as any opcration or sct of opcrations which is 
performe<l upon personal data, is lawful (Art. 2, 5 ff. of Directive 95/46/EC: An. 2, 
5 ff. GDPR-Proposal). 

lt is only owing to this onlic concepl of information and data that the protectc<l 
interc~t can he formulatcd analogously to the concept of propcrty. namely as thc 
right of disposal over processing of personal data carricd out by others. Thc idea of 
informational self-determination as the exercise of individual control over data or 
inforrnation can he found throughout data prntection law. 

As the individual's authority to decidc ahout any processing of personal data is 
protectcd. cvcry stcp in processing personal data requires eithcr consent or a legal 
basis. Both German and Europcan <lata protection law include thc principlc that. 
apan from thcir legitimate use with a pcrson's conscnL personal data must not he 
processed in the ahsence of a legal basis (§ 4 1 BDSG. Art. 8 II I EU Charter, 
An. 7 of Dircctive 95/46/EC). This hasis has to permit. in sulliciently precise form. 
such processing for legitimate purposes. Explicit purposes arc to bc- specificd for 
data processing in advance (§§ 4 III. 13. 14 I. 15 I. 16 I BDSG; Art. 8 II I EU 
Chaner. Art. 6 (b) of Directive 95/46/EC. Art. 5 (b) GDPR-Proposal). Furthcr data 
processing is principally hound to these purposes or at least may not bc incompatiblc 
with thcse purposes (§* 1-l L II. 15 I, III. 16 I, IV BDSG: Art. 6 (b) of Dircctivc 
95/46/EC, An. 5 (b) GDPR-Proposal).32 The entire approach is guided by the idca 
that t:otirses of action and dccision-making processcs could hc almost completely 
foresecn, planned and steercd by legal means. In Germany, this has rcsulted in a far-
reaching juridifieation and in a mullitudc of data protection laws, which. howevcr. 
ofien simply map thc data processing steps. 

11.4 The Complexity of Data Protection: AnaJyses 
and Consequences 

Data protection law has becn in fiux for some time now. Changes in basic societal 
and technical conditions have oftcn been pointed out. But the issue is by no means 
simply one of adaptation to changes in exteroal conditions. At a fundamental level. 
the pattcrns of lhought and dcscription uscd in data protcction law must be rcfiected 
upon critically and reconceptualizcd. 

This shall be explained for threc points in particular: firstly, for the subject 111a1tcr 
at hand: secondly, for the description of thc protccted interests: and thirdly. for thc 

J2 The requirement that personal data must not be further processed in a way incompatible with 
the specified purposes scts lower standards than the requirement thal further data proccssing is 
principally bouncl to thc purposcs specificd in advance. Adclitionally. thc mcaning of"incompatiblc„ 
requires interpretation. Sec for the function~ of thc principle of specifying purpo~e~ and of binding 
data processing 10 lhe purposes spccified in advance Albcrs (Fn. 11 ). 168 f .. 498 IT. 
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concepts for regulation. As a re!.uh. it will cmcrgc that in all respects data protec-
tion rcquires an innovative approach. is highly complex. and poses unprecedentcd 
challenges for law. 

11.4.1 The Complexity of the Subject Malter: Dat.a 
and lnfomiatio11, K11owledge and Flow of Data a11d 
lnfonnation, Decisions aud C011seque11ces of D.edsions 

The goal of data protection is not the protcclion of data but of the individuals lo 
whom the data refcr. The object of protection, then. is not the personal data per se. 
Wc mu~t expand this isolated view hy including scveral elcments: at a basic level 
the element of information; in thc structural dimension knowledgc; in thc temporal 
dimension the flow of data and information; andin the hroader contcxt decisions and 
com,equences of decision~. 

Concepts of ''data•· and "'informalion" are describcd in rnultifarious and disciplinc-
dependcnt ways.33 In the (social) contcx1 of datu protection it is ut least important 
to rcalize that data and infonnation are not synonymous. On the contrary. they must 
be strictly diffcrentiated. Data might bc describcd as characters recorded on a data 
carricr. including wrilten documcnts or vidcos as we]II as data digitaHy stored on 
hard drives or mobile data storage deviccs. Data, forms of storage, and processing 
opcratiom, arc charactcriLed by the various media. technologies, and nctworks.3~ 

Duc to their ohjectilication. d:ua can be conceived of distinctly and provide a starting 
point for legal regulation. Nonethelc~s. data arc not mcaningful per sc, but rathcr 
as "'potential information". Their information contenl is not an intrinsic auribute of 
the data themsclves.35 lt is created only by mcans of iotcrpretation in the particular 
contcxt of interpretation. 

Information involves meaning. an<l piecesofinformation areelemcntsof meaning. 
Unit,; of information may basc on data (or on observations or communicutions) but 
data only attain meaning by being cxplaincd and interpretcd by tlle rccipient or 
data u~er who uses data to obtain information. Devising mcaning depends on the 
individual situational conditions for interpretation as weil as on the context of the 
knowledge and interpretation.36 Information is context-depcndent in an elementary 
way. Although this insight may be wcll-established today. people hardly Face up to 
the difficulties this entails for legal rcgulation and for a descriplion of the object to 
bc regulated . 

• u Sec, for examplc, Floridi 2010. 19 ff. 
~• See. among olhers, Waldo et al. 2007. 88 IT. 
35 Sec with rcgard 10 communication Ashby 1963. 124: ·'Tue infonna1ion conveyed is not an intrinsic 
property of the individual message." 
31, Albers 2002. 61. 67 ff. See also Bateson 1972. 3 -15 ff. 
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Due 10 the fact that information requires interpretation. which takes place in a 
particular contcxt of knowlc<lge an<l interpretation and is dcpendcnt on the individ-
ual, '>ituational conditions of intcrpretation. information refers to the structures and 
proccsses within which it can he crcated in the first place. In the structural dimcnsion. 
knowledgc is involved in generating information. Knowle<lgc is foundcd upon tcxts, 
files. archives, rcgisters. databascs, expert systcms. but also upon institutional, orga-
nizational or procedural arrangements. lt makes interpretation possiblc, and limits 
the possibilities of interprctation. Knowlcdge is a factor and a product of the contex1 
in which handling of information and data occurs and it influenccs this handling in-
herently.37 Whcther or not data proccssing poscs risk~ to the person thc data refer to 
also depends on the knowledge that exists or can be dcveloped in a particular context 
or in a panicular case. Thal is why <lata protection must also take thc knowledgc le\rel 
into account.38 In thc temporal dimension, the procedural charactcr of data process-
ing comes into play as well. Data and inforrnation are constantly generated ancw 
and altere<l during processing operations. In a<ldition, a collcction of personal da!a 
reveals its social and legal mcaning only when one vicws it along with its linkages 10 

other data. its use. or its transfer to other agencics. For example. one c:m undcrstand 
what it means if personal telccommunications data is stored longcr than nccessary for 
billing (in the contexL of data retention)39 only with thc dutics of tclecommunications 
companies in mind to transmit personal data to tbc sccurity authorities which then 
usc the data for furthcr invesligations against the respcctivc person.-10 

Thc ways in which data and information are handlcd. the knowlcdgc and thc pro-
cessing opcrations are impactcd by thc mcdia, technologies, and nctworks employed. 
Whcther data are slored in paper filcs. automated electronic files, or in nctwork sys-
tem:- has an influence on, for instance. thc quantity and the form of data that can bc 
sLOrcd and easily accesscd. the potentials for intcrlinking thcm. or the possibilities 
for trJnsmitting data. Media. technologies. and networks can increase thc <langer:-, 
individuals are suhjecl to, hut can ccnainly also limit such vulncrahility by putting 
tcchnical barriers and ~afeguards related to data proccssing into place. 

What matters not least is the conncctions between information or knowlcdge on 
the one hand and the decisions madc hy the public or private bodies proccssing 
the data on the othcr. In the end, information and knowledgc scrvc as bascs for 
cenain decisions and actions. Such decisions have consequenccs. They may have an 
adverse effcct on the person to wbom the data and information refcr in Lhe form of a 
limitation of his/hcr freedom. And protection from unjusLified disadvantages is one 
of thc reasons for data protection. 

•17 Alb.:rs2012.§22Rn. 14ff.;Tn!le2010. II ff. 
~8 See also Mireille Hildebrandt. \V/ro is Profili11g Wlw? /111.;.üble Visibility. in: Gutwinh et. al. 
(Fn. 1 ). 239. 240 ff. 
·'9 Anicle 3 of Directive 2006/24/EC of lhe European Parliamcnt and of the Council of 15 March 
2006 on lhe re1ention of data generated or processed in conncction wi1h the provision of publicly 
available electronic communications services or of public communications networks [ ... ). Official 
Journal L 105/54. 
"° See BVerfGE 125. 260 (318 ff.). Fora cri1ical review of this Deci$ion see de Vrie~ et al. 201 J. 
3 rr. 
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As a result. data protection deals with highly complcx subject matter: lt is necc~-
sary to opcratc with thc differcntiation between uata and information. The dimcnsion 
of knowlcdgc and thc temporal dimcnsion of data and information flow must be rc-
gardcd as weil as the decisions an<l conscquences of decision~. In other words. any 
new conccpt would bc misguided if it just focused on information rather than on 
data, and simply suhstitutcd one tcrm for Lhe other. On the contrary. data rcmains an 
imponant refcrence point for legal regulation. But data must bc conceived of within 
a nctwork of ~evcral fundamental elements and is not the only rcferencc point. Data 
protection aims at rcgulating data processing, hut prcci~cly also at rcgulating thc 
gcncration or information and knowledge, at influcncing the decisions base<l on such 
gcneration. and at prcventing advcrse conscquences for the individuals affccted. 

11.4.2 The Complexity of the Protected Interests of Affected 
lndividuals 

This brings us to the sccond point: How can wc describc the protected interests of af-
fected inuividuals? At the centcrofthe legal discussion are a few very abstractly stated 
descriptions of legally protcctcd goods which are rclated to fundamental rights: Pri-
vate life or privacy4 1, protcction of personal data. informational self-determination. 
Art. 8 ECHR, the right to respect for private lifc-12 , has bccn concretizc<l to various 
claims against collection and storage of personal data or claims to bc informcd about 
data that rcfer to onesclf. Howcver. legal rulings of thc European Coun of Human 
Rights (ECtHR) unfold from casc to case; the contcnts of what constitutes the right 
to respect for "private life" as a legally protectcd good is compiletl mercly casuisti-
cally:13 Looking at Art. 7 of thc EU Charter.w, Art. 16 ( 1) of thc TFEU and Art. 8 ( 1) 
of thc EU Charter45 thc right to rcspcct for "private lifc'' and thc right to the "pro-
tection of personal uata"--cach onc a very ahstractly formulatcd lcgally protccteu 
good-stand side by side. To date. thc European Coun of Justice avoids a clear cut 
differcntiation~0 and only specifically describes ohjcctives of protection and lcgally 

JI For an analysi~ of thc concept of . .informalion privacy" in thc UK ~ce Raab and Goold (Fn. 12). 
J~ See Fn. 6. 
43 Sec 1he rcfcrenccs in Fn. 29. 
-1-1 See Fn. 6. 
45 An. 8 ( 1) of the EU Charter: "(I) Evcryonc has lhe right to thc protcction of personal da1a 
concerning him or her. (2) Such da1a mu~1 bc proccsscd fairly for specilied purpo&cs and on the 
basis of the conscnt of the per~on conccrned or somc othcr legitimare basis laid down by law. 
Everyone has thc right of access 10 data which has bcen collectcd concerning him or her. aml the 
right to have it rec1ified. (3) Compliance with these rules shall be suhjecl 10 control by an indcpendent 
authori1y:· 
J6 See ECJ, Rs. C-92/09 u. C-93/09. Scl,ed.:e and Eifert vs. Land Hessen. h11p://curia.curopa.eu. §§ 
45 ff. The differentialion is neccSsal) bul not easy due to thc interplay between Art. 7 EU Charter 
in conjunction with Art. 52 (3) EU Charter. Art. 8 ECHR on thc one hand and Art. 8 EU Charter on 
lhc othcr. 
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protccted goods to a very limited cxtenl. The Federal Constitutional Court focuses cm 
the "informational self-detcrmination·' derived from An. 2 in conjunction with An. 1 
GG as a legally protectcd good. Just as weil, Gcrman academic approaches have long 
becn centcred on pattems of thought such a.s informationad self-dcterrnination. au-
thority to dccidc about proccssing of personal data. and individual control. In rcccnt 
years. therc hai; hecn somc movcment. and a oew discussion regarding thc rights 
which data protection should safcguard has commenced. One widesprcad criücism 
argues that control is simply not possible because of the factual circumstances and 
the conditions of thc intemet. But thc approach taken hy diis crilicism is not suffi-
ciently profound. The idea of cont.rol over one·s own data fails not only because it 
would no longer be practicable. lt fails because it docs not fit thc suhject matter to 
be protected. A reconceptualization is needcd whü:h leavcs ilic classic conccpt of 
basic rights behind. Thc intcrcsts which data protcction is to safeguard cannot be 
grasped using an individua.listic perspective: a multidimcnsional undcrstanding of 
fundamental rights is requircd; and as a result, data protcction includes a bundle of 
rights which must bc dcscribed in a new way. 

11.4.2.1 From Individualistic Patterns to ,the Protecfüm 
of the Individual in Sociality 

Protcction of fundamental rights in tenns of thc way government agencjes or othcr 
private parties handle personal informalion and data is different frnm thc legally 
protccled good in the traditional understanding of fundamental rights. lt is true that 
a holder of fundamental rights exists. But the object of protcction is not the holder\ 
freedom of decision or of action. which wou!d bc impa.ircd by state intcrvcntion. 
lnstcad-as the analysis of the suhject matter has just demonstrntccl-thc holder is 
to he protccted in terms of personal informalion and data. which are gcnerated and 
proccssed by others in panicular contexts. Governmcnt agencics or other private 
bodies arc structurally involvcd in this. due to the mere foot that data and infor-
mation must bc interprctcd. Personal information or data cannot be assigned to the 
person in question likc an objeet bclonging to him or her:n lndividualistic patterns 
of assignment fall shon. 

Reasoning why and to what extcnt the person in question is to bc protccted mu~t 
rathcr stem from a supraindividual perspective, namely oy taking a categorizing view 
of thc contcxt and of adversc consequences that ar:c to bc expectcd with regard to 
the pcrson to whom data. information and knowledge reJer. The fact alone that a 
piccc of data refers to a person does not yet predicatc a person's necd for proteclion. 
Thc need for protcction arises in panicular in rclation to negative effects of handling 
the personal data and the information gained from it. Legalily protectecl goods and 
encroaching mechanisms require their own separate paHerns of dcscription. In addi-
tion, protection directed solcly at defending against and refraining from processing 
personal data is insufficient. The person protccted may also bc interested in personal 

47 More thoroughly Allen 2000. 861. 865 ff. 
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da1a bcing made available so 1ha1 an agcncy has the information at i1s disposal which 
il needs for a correct decision. And it is just as important 1hat the pcrson affectcd 
is informed about processing. of personal data and information and can influence it. 
Hcnce. individuaJs necd not only defensive rig.hts, but also rights to know. to obtain 
information, 10 panicipatc, and to exen influence. The subject mauer 10 bc protected 
by data protection based on fundamental rig.hts must thercfore bc dcsigncd diffcr-
ently and be more diverse than the leg.ally protccted goods in 1crms of lhe '"classical"' 
conccp1 of fundamental rights an<l the "'classical'' concept of protcction against cn-
croachments. Appropriate data protection rcquircs a rnorc sophisticated conccption 
of fundamental rights. 

lJA.2.2 Thc Necessity of Building Upon a Multidimensional 
Understanding of Fundamental Rights 

Extensions of the functions of the fundamental rights and of thc scope of their pro-
tection which go hcyond thc traditional undcrstanding of fundamental rights are 
recognized in principle by now. Modem codifications, for examplc thc EU Charter 
of Fundamental Rights. reflect thc diversity of dimcnsions of protcction in thcir cat-
alogs of fundamental rights.~ The German Fedcral Constitutional Court has dcrivcd 
positive obligaiions of the Statc. for example ohligations 10 providc for thc minimum 
incomc necded to exist and especially the ~tate's duty to protcct (Schutzpflicht) as 
weil as thc so-callcd "Drittwirkung" hy which fundamental rights indirectly inllu-
cncc thc legal rclationships between private persons. Nevenhelcss. the court rulings 
of the Fedcral Constitutional Court, the Europcan Court of Human Rights, and thc 
Europcan Court of Justice are tentative in thi~ regard. Protection against encroach-
ments is still considercd thc primary dimension of protection in fundamental rights. 
Thal is one of the rcasons why. in the case of data protection. the protected interests 
are shapctl likewisc a propcny right. Doctrinal reasons are also evident with regard 
to the rather hcsitant acknowledgement of fundamental rights of access to personal 
data~9 orof institutional guarantees. In scholarly debates, the fountlations. the extent 
and thc dctails of thc further dimcnsions of fundamental rights' protettion beyond 
thc traditional untlerstanding arc the suhject of heated controversy. 

' 8 See. for cll.ample. Art. 14. Art. 27 ff. EU Charter. 
40 In Germany. the first Senate Dccision orthe FCC which rundamentally dcrived rights to know not 
only from the guarantcc to access to the court~. Art. 19 (4) GG. hut from Art. 2 (1) in conjunction 
with Art. 1 ( I J GG was not earlier than in 2008. sec BVerfGE 120. 351 (362 f.); prior to that sec 
BVcrfG (Chamber Dcci~ion). NJW 2006. 1116 (1117 IT.). The ECtHR has rccognised rights to 
accc~~ to personal files and to obtain infonnation earlier. howcver. mostly in spccial case~. sec 
for the rights of person~ to receive the infonnation nccessary to understand their childhood and 
dcvclopmcnt Gaskin vs. United Kingdom. Judgmcnt or7 July 1989. Applicarion No. 10454/83. for 
the right of acccss 10 hcallh-relatcd (not nccessarily personal) data ECtHR. McGinley am/ Emn vs. 
UK. Judgmentof9 Junc 1998. Application No~. 2 1825/93. 234 14/94-. Rn. 98 ff: s~..: also ECtHR. 
Segerstedt-Wiherg. Judgmenl of 6 July 2006. Application No. 62332/00--. Rn. 99 ff. The Court 
argucs cautiously: "'Although the object of Article 8 is essenlially that or protecting the individual 
againsl arbitrary intcrfercnce by the public authoritics. it does not merely compel 1he State to abstain 
from ~uch intcrference: in addition to this primarily negative undenaking. there may be positive 
obligations inhcrent in cffective rcspcct for private or family tirc. In detennining whether or not 
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However, thc abf>tract guarantees of fundamental righl\ are open to interpretation 
and permit to elaborate<liverse dimensions of protcction. The classical understanding 
is a concept which is too narrow and has dysfunclional prcrequisites and Iimitations. 
Fundamental rights are not only about protection against encroachments. hut al~o 
about rights to know and to obtain information. about rights to participate and to 
influcncc decisions. about rights to be protected by the ~tatc. or about institutional 
guarantees. As individuaJistic pattems of assignmcnt and the idea of control mrcr 
one·s own data fall short and as the subjcct matter to he protccted is multifariou\. 
data protection has to base upon thc further development of the functions and thc 
contcnts of fundamental rights. 

11.4.2.3 The Bundlc of Protccted lntercsts 

"Data protection" is a rathcr vague concept. Some scholars cmphasize that data prn• 
tection simply describcs thc 100I for safeguarding legally protccted freedomc; like 
autonomy or frecdom of decision. Others assume that it points to the good or goods 
to he protected. lt could also bc understood as covering hoth: the means of pro--
tcction and. as an umbrclla term. the lcgally protected intercsts. Anyway. when it 
comes to the goods to be protected, data protection should not be understood as a 
mcrely instrumental concept which protects othcr frccdoms known from the tra.d!i-
tional concept.50 Instead. it is nccessary to leave behind thc descriptions using an 
individualistic approach. to wit: self-determination. freedom of decision, property. 
Thc interests tobe protccted should be designed so Lhal thcy gain their meaning whea 
the sociality of the individual in question is taken into account. This is responsive 
to the subject matter elucidated above: dala, information. knowlcdgc. Hence, data 
prolection is about protection from the creation of pcrsonality profilcs. protection of 
a person·s reputation. protcction from sligmatization and discrimination, protection 
of normative justified expectations of privacy, protection against idcntity theft. pro• 
tcction against surveillancc and proteclion of contextual imcgrity.51 These examplcs 
illu~trate thal data protcction docs not encompass a uniform lcgally protected good. 
On thc contrary. there are complex and manifold intcrcsts that are to be protected. 
Thcir wide range and conLextual dcpcndcncies bave already bcen worked out in 1he 
context of the ''privacy" debatcs in the US, for examplc hy Daniel Solove and Helen 
Nisscnbaum. among others.52 

such a positive obligation eJ<.ists. thc Coul1 will have regard to the fair balance that ha~ tobe struck 
between the general interest of the community and 1he competing intcrcsts of thc individual. or 
individuah. concemed [ ... ]" (McGin/ey and E1·an 1'S. UK. Judgment of 9 Jum: 1998. Application 
Nos. 21825/93. 23414/94-. Rn. 98). 
50 Ofano1heropinion: Britz 2010. 569 IT.: Po~cher 2012. 178 ff. 
51 The fundamental right to the guarantce of the confidentialit)' and intcgrity of infonnation tech-
nology systems which has been dcrivcd from Al1. 2 in conjunction with Art. 1 GG by thc Federal 
Con~titutional Court in 2008-BVerfGE 120. 274-points in thc righl direction. but it shouldl be 
undcrstood merely as apart of dala protection. 
S? Solovc 2008; Nissenbaum 2008. 119 ff.; Nissenbaum 2010. See also Rüssler 2001. 
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A closer analysis revcals that thc dangcrs posed by proces~ing of per<.onal data 
and information and the nceds for protection that data protection responds to have 
bc identified at different Jevels.5·l Al a hasic level. thc crucial problem ccnters on 
information aod data processing that is all-encompassing. unlimitcd, and not trans-
parent. As long as one is confronted with a situation of this kind. theo no suitable 
estimate can be made in what contcxts what infonnation is being generated and how 
such information is bcing used or what negative conscquences individuals will havc 
to face in spccific constcllations. This problcm of unlirnitcd and intransparent data 
proccssing must be countered by legal regulation providing basal limits and trans-
parcncy. Only on this basis is it possihle to work out intercsts to hc protcctcd which 
exist in quite specific contexts duc to quite spccific disadvantagc,<;. 

At thc basic level, Orweirs „Big Brothcr,''54 Bentham·s "Panopticon."55 and 
Kafka's 'The Tria1''56 might be illustrative as widely known, culturally anchored 
metaphors that-although thesc narratives arc of course rootcd in quitc different 
contcxts- takc up different facets of the dangcrs just mcnlioned above. Daniel Solovc 
ha<; pointed out that thc „Big Brothcr rnetaphor is dcfinitely effcctive at capturing 
certain privacy problems"57 but thal it is the Kafirn mclaphor which captures thosc 
elemcnts of thrcats to privacy which deal with certain data collection and circulation 
by others or othcr entities „without having any say in thc process. without knowing 
who has what information. what purposes or motives those cntities have or what will 
bc done with that information in thc future."58 This illustratcs that. at the basic level. 
thcre are already multifarious problems data protection shall countcrvail. Spcaking 
lcgally. thcy arc not solved by mercly assigning an individual right to control per-
sonal data to thc data suhject. In keeping with the dangers lo libeny, dutie\ of the 
legislative branch and requircments of legal regulation are neccssary. The lcgislation 
mu~t rcgulatc data processing in an appropriate way and safeguard that handling 
personal information and data docs not take placc in an unrestrictcd. unlimitcd. and 
intransparent way as weil as it has toensure that the individuals affcctcd havc the pos-
sibility to obtain sufficient knowledgc about and sufticient influence on processiog 
of personal data and information. At this lcvcl the state is anything hut kept out. 

At a second concrctc lcvel. it is about individual and spccific intercst~ to be 
protected, which arise for the affected person in concretc contexts in terms of adverse 
conscqucnces. Thc capability to dcscribe the dangers as weil as thc spccific intcrests 
to he protected at this second levcl requires that hasic regulation occur at the first level. 
An example is the problem of tbe domcstic intclligence scrvicc monitoring a public 
meeting. with negative consequences for the freedom of assembly. Another example 
is the protcction of individuals from media intrusion by publishing personal data 
or pictures. At this Jevel. rights as protection against encroachments are applicable. 

53 See Albers (Fn. 1 1 ), 353 ff. 
~Orwell 2008. 
55 Bcntham 1995. 29 ff. 
56 Kafh 2002. 
57 Solovc 2001. 1393. 1399. 
58 Solo,e (Fn. 57), 1-126. 
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Neverthclcss. dulie!. 10 pro1ec1 have 10 be dcrivcd, 100. a.s weil as an overall concepl 
beyond traditional approacbes is necessary. 

Thc rcsult shows thal data protection outlines a complex bundle of interests worthy 
of protcction. Data protection bases upon a multi-dimensional understanding of 
fundamental rights and requires entirely new descriptions of the protected intercsts: 
in place of legally protected goods conceived of in an individualistic way, it is about 
individual legal positions in sociality, or. in other words: the individuars social 
positions to bc protected by fundamental rights. The bundle of protectcd interesls 
and posilions must still be worked out in grcater detail and will also have to be 
dynamically adapled time and again to ncw dangers. 

11.4.3 The Complexity of Appropriate Concepts for Regulati.011 

Thc third point section of this paper shall demonstrate how complcx appropriatc 
conccpts for regulalion must be. To date. conccpts are still characterized by the imagc 
of ccntral mainframe computers that process data using programs in a predetincd 
sequcnce. Legally. informational self-determination as the good tobe protected and 
the rescrvation allowing legal regulation lead to the idea that every stcp in processing 
personal data must be justitied by consent or legally regulated by means of a basis in 
law. But meanwhile. the pitfalls of consent are recognized as weil as thc multitude of 
laws is more and rnore criticized as a flood of legislation. More problcmatic than thc 
quantity of laws is that the regulalions often simply map the data processing steps 
and that the approach is characterized by the belief in planning prevalent in thc last 
century when people werc convinced that it was possible to regulate things precisely 
using legal means.59 

However. fundamental rights as basis of data protection do not result in bcing 
forced to understand laws against the backdrop of their Lraditional role. As weil 
as allowing the developmcnt of new legally protccted goods. fundamental rights 
pem1it a multidimensional understanding ofthe reservations and ofregulations. Legal 
norrns do not only limit freedoms. They can also create freedorns in the first place. 
makc them concrete. and inAuence their social conditions and prercquisites. Data 
protection law must be founded on the diverse functions and diverse forms of Iaw. 
Regulation concepts must include a widc rangeof constituent elcments. which utilize 
the entire spectrurn of legal forrns and instruments. They are therefore complex on 
their own tem1s and in addition. they have to be interwoven. Further factors makc 
clear how challenging appropriate data protection laws are. 

59 For new challenges with rcgard to ubiquitous computing which affects the currcnt principles of 
data protection see Cas (Fn. 1 ). 139. 141 ff. 



11.4.3.1 A Wide Range of Regulation Elements 

Rathcr than mcrcly stecring thc stcps of processing data, appropriate regulation con-
ccpts requirc many different elcments. Regulation of data processing stagcs will 
still play an important part in thc future. This form of rcgulation is, however. supple-
mcntcd and augmented hy otherconstituent clements: data protection through system 
dcsign, data protection through thc development and use of tcchnology. organiza-
tional and procedural prccaution~. expandcd function~ of data protection officers, or 
quality assurancc mechanisms ~uch as data protcction audits. In addition. therc is a 
varicty of affectcd individuals' righb to know. to obtain information, to participatc 
and cxert innuence. Thc fact that data protcction law includcs a !arge number of 
con~tituent clcmcnts is gcnerally recognizcd hy now. But up to the prcscnt. clcment<. 
of different origins havc tended to ex ist sidc by side. In the future, they must dovctail 
an<l be intcrwovcn appropriatcly. This is an ambitious task. Moreovcr. the constituent 
clcmcnts arc rathcr complcx thcm~clves and call for highly varicd instrumcnK Thi<. 
can bc exemplified hy data protcction through systcm design. by data protection 
through technology and by individual rights to information. 

Data protcctiun through system dcsign rcfers to a levcl prcccding rcgulation of 
thc steps of data processing. In summarizing broad discussions. it can bc descrihcd 
as "data protection functionality incorporated into systems and procedurcs".60 Thc 
lcading idea is that rcgulating thc stcps of data proccssing is not sufficienl because 
data proccssing takes placc within ccrtain social systems, within organizational struc-
turc, and proccdures and under specific tcchnical conditions.61 This predctcrmined 
contcxt innucnccs which and how many personal duta is needcd. how long data has 
to bc ~tored, how many pcople havc acces.; to them and how transparent data pro-
cessing is. Thercfore. the legal rcgulation and shaping of this contcxt prior to thc 
suhscqucnt processing of duta and information is not lcss important than thc regu-
lation of the data processing opcrations. Thal makes also clear that "system design" 
doe~ not refcr solely to tcchnical ~ystems or proccdures: organizational structures 
or dccision proccdures havc to hc Laken into considcration as wcl!.62 Hencc. data 
protcction through systcm design aims at thc legal shaping of thc social. organi-
zational. proccdural and tcchnical contexts in which personal data and information 
arc handled. lt has a broad ~cope: from the shaping of administrative competences 
to which data processing operations arc orientcd, to organizational and procedurnl 
approaches. to the technical sctup of data processing equipment. Understood in this 
way. data protcction through system design is an cvidently ambitious task to fulfill. 
Thc Gc1TTJan Fcderal Data Protcction Act, for cxamplc. attempts to realize it by the 
gcncral principlc of data avoidancc and data minimization (§ 3a BDSG): Systems 
shall be dcsigncd in a way that as fcw personal data arc nceded as possiblc. Whether 
thcsc principlcs really makc sense as overall principles is contestcd.63 This points to 

1,o Köhntopp 2001. 55. 56. 
61 See also Point 4.1 of this chaptcr. 
61 Thc scholarly claborations arc hcterogcneous in this respect. 
6 ·~ More dosely Albers <Fn. 37). Rn. 106 ff. 
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the difficully that thc rcaliz:ation of data protection through system design dcpends 
oo a-not yet achieved64---clear and convincing elaboration of protection ohjectivc~ 
and protected interests. All in all, system design as regulation elemcnt takes data 
protection law beyond thc traditional pattems of rcgulatory law. 

Whilst the social risks of mainframe computing systems and data proccssing tcch-
nologics oncc were thc reason for developing data protection conccpts, tcchnologics 
in the meantime are consi<lercd tobe also a tool for realizing data protection. Privacy 
friendly or privacy cnhancing technologies play an imponant role both in European 
and in national law. 65 But data protection through technology places high dcmaods 
on law. Thc first problcm is that it has to be cnsured that technology with which thc 
normative standards for thc handling of personal information and data can bc ful-
filled is availablc at all. Tcchnological developments cannot he commanded. lndircct 
incentives and mechanisms for exening influence must be drawn upon. c.g. giv-
ing financial support, institutionalizing bodies or procedures for developing privacy 
fricndly technologies or issuing quality seals aod product ccrtificatcs. These ··soft 
law .. -instruments might influence technology developmcnt but their influencc is lim-
ited. Assumed that applicable technologies are availablc data protection through 
technology shaping dcfines requirements for thc sclection, usc, and configuration 
of data proccssing nctworks, systems. programs. or stornge media. In a<lvance of 
concretc proccssing operations, 1hcse requirements are to ensure 1hat normative 
rules are already 1echnically e tablished or can at least be fulfilled. Data protcction 
through tcchnology shaping ovcrlaps with data protection through systcm dcsign. 
lt includcs, for cx.ample. requiring data protection-fricndly dcfault settings. Data 
protection lhrough thc use of tcchnology cncompasscs requircments of 1hc forms of 
technology that accompany an<l secure the regulation of thc steps of data process-
ing. for instancc the obligation to use encryption procedurcs when transmitting data. 
Just as <lata protection through system design, <lata protection through tcchnology 
devclopmcnt. shaping and use is an ambitious task. And just as weil, it dcpends on 
dearness about protcction objectives and protected intcrcsts an<l, including forms of 
„soft Iaw" and diverse instruments, it takes data protection law bcyon<l the tra<lüional 
pauerns of rcgulatory law. 

The rights of affccted persons to information about thc collcction and u~e of 
personal <lata scem to be-although they are directed towards positive actions ofthe. 
state orof private persons processing personal data-ratheruncomplicated. However. 
they fulfill different functions: They are intended to convcy to the data subjects thc 
information they nee<l rcgarding what others know about them so they can orient 
themselves in their social environmeot. They open up opponunitics to panicipatc 
and to influencc lhe data and the knowledge. They safeguard thc possibility oriegal 
remedies. Duc to these different functions they must bc guaranteed and carried 
out on scveral levels and in a variety of forms: as general information about tasks 
an<l organizational structures of authorities or bodics processing data, as duties to 

6-t See Point 4.2 of this chapter. 
65 See. i.e .. Report frnm the Commission. First report on lhe implementation ofthe Data Protection 
Directive (95/46 EC). COM (2003) 265 final. 15 f. 
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inform or dutics of notification. or a~ rights to acccss to information or to document<,. 
Additionally. the exercise of rights to information in practice depcnds on social and 
individual prerequisites. which can be influcnced only indircctly by meam, of law. 

To conclude with another regulation element, which has to be refined: Data pro-
tection cannot be guarantced solely by mcchanisms that accord the persons affectcd 
individual protection and individual redress mechanisms. Appropriate institutional 
guarantee mechanisms havc tobe establishcd as well66 so that it must be decided. e. 
g .. under which conditions thcy make sense and how they should be combined with 
individual rights and legal remedies of the data suhject. 

11.4.3.2 Further Characteristks of Data Protectfon Law 

Concepts for regulation of data protection bccome complex not least due to the fact 
that data protection law must be coordinatcd with already existing issue-related le-
gal norms containing, for cxamplc, tasks and compctenccs in a particular field. A 
thoroughly coordination is nccessary hccause of the closc linkages betwccn data. 
infonnation. knowledge, and decisions.67 Data protection is not a special field of 
law that could stand in isolation bcside the substantive ficlds of law. Rathcr. data 
protcction law pertains to a fundamental cross-cutting dimension. The nced to coor-
dinatc with thc substantivc provisions also points to the need to differentiatc within 
data protection law itself. For example, onc must consider the questions of whcn 
sector-specific regulations are necessary, whcn gcneral regulations fiL best or to what 
extcnt uniform data protection law for the puhlic and private realms makes sense. 

A number of additional factors make appropriate conccpts for regulation even 
morc challcnging. In contrast to thc original concepts of data protection. it is in 
fact not possible to rcadily prcdict thc handling of personal data and information. 
tbe knowledgc generated from thcm. and thc ensuing decisions. The idea that these 
processes could be almost completely foresecn. planned and steered hy legal meansoS 
has turncd out to be too simple. Processing of data and information. generating 
information and knowledge, coming to decisioos on the basis of information and 
knowle<lge include dynamics and uncertaioty at many points. This is aJI thc more 
thc casc with a view to the m,e of technologics. Coosequently, it is less the stecring 
idca which characterizcs or should characterize data protection law than. similar to 
environmental law. thc idea of risk rcgulation. 

As an innovative and highly dynamic tlcld. data protectioo law needs to be. in 
tenns oflegal theory. "reflexive law'' and. from a doctrinal point of vicw. a mixture of 
stability aad dynamics. This is reflected. for instancc. in the <lclegation of legislation 
competences, in the usc oflegal terms which arc vague and need tobe concretized, in 
nonnative references to dynamically adapted technical Standards. in rules allowing 
for experimentatioo, in evaluation procedures or in other tools to ensure the capacity 
to learn and develop. 

""More profoundly Mayer-Schönberger 2010. 1853. 1873 ff. 
" 7 Point 4.1 of this chapter. 
bl! See Point 3. of this chapter. 
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Last but not lea~t. data protection law cannot be undcrstood against the back-
ground of the traditional ideas of hierarchical law implcmentation or enforceme.nt. 
There are a number of gencral theoretical approachcs aiming at superseding con-
cepts of central steering by more flexible concepl!> of law. From a political-scicnce 
point of view has becn analyzed, how the substance of data protection Iaw is madc 
concrete by the intcractions among different actors-thc legislative. exccutive wd 
judicial branches, data protection agencies. data users. data suhjccts.69 An appropri-
ate normative conception bas to he responsive to the intcrplay of actors gcnerating 
and concretizing Iaw whilst. at thc same time, keeping the normative perspectiw. 
All in all. data protection law proves to bc a field of law in which new approaches 
are rcquired. 

11.S Outlook: Data Protection Law as a Central New Field 
ofLaw 

In sum. data protection law is a new, highly complex field of law in which a consid-
crable amount of elaboration must still be carried out rcgarding its subject matter. thc 
interest<; protected and appropriatc conccpts for regulalion. Elahorating thc law also 
dcpends on insights from other disciplines, for cxample the social sciences. the tech-
nological sciences, or information science. All this makcs studying data protection 
law so exciting. 
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