Serge Gutwirth * Ronald Leenes ¢ Paul De Hert
Editors

Reloading Data Protection

Multidisciplinary Insights and Contemporary
Challenges

@_ Springer















216 M. Albers

The traditional view of protection against encroachments as a central pattern of
fundamental rights is refected more or less distinetly in their codification. ic. in
the European Convention on Human Rights (ECHR). in the Charter of Fundamental
Rights of the European Union (Charter) or in the German Basic Law (Grundgesetz:
GG). The jurisdiction of the European Court of Human Rights. of the European Coun
of Justice and of the German Federal Constitutional Court has elaborated the funciion
of the fundamental rights to protect against encroachment in numerous decisions.

In terms of their structure, fundamental nights involve on the one hand the scope
of protection and—on the other—the reservation allowing legal regulation provided
that such regulation meets all constitutional requirements. For example. their scope
of protection safeguards the right to respect for private life or the free development
of one’s personality®. freedom of expression’, and the inviolability of the sccrecy
of telecommunications.® The crucial point is that the classical concept takes these
frecdoms as a given. The role of the state is rednced to the function of limiting
freedom with regard to public good or the rights of others. The reservations included
in fundamenital rights allocate this task primarily to the legislature and cnables it to
limit the guarantees of freedoms by means of constitutional stalutory regulations.” All
interventions by the state require a statutory basis. This basis must take the relevamt
constitutional requirements, especially the principle of the clarity and certainty of
provisions and the principle of proportionality, into account as must the exccutive
branch in any decision founded upon that statutory basis,

11.2.1.2 Limitations of the Concept

The understanding of fundamental rights as protection against encroachments on
rights seems to be a far-reaching. optimal protection of freedom. But in lact. it has

® Article 8 (1) ECHR: “Everyone has the right to respect for his private and family life. his home
and his correspondence.”™; Article 7 ELU” Charter: “Everyone has the right to respect for his or her
private and family life. home and communications.”: Article 2 (1) GG: "Evers body has the right to
the free development of his or her personality [...]".

" Article 5 (1) GG: "Everyone has the right freely to express and disseminate his or her opinions in
speech. writing and pictures [...]7.
* Art. 10411 GG: “The secrecy of communication by letiers and of elecommunication is inviolable.”

“ See Article 8 {2) ECHR: “There shall be no interference by a public authorily with the excrcise
of this right exeept such as is in accordance with the law and is necessary in a democratic society
in the interests of national security. public safety or the economic well-being of the country. for
the prevention of disorder or crime, for the protection of health or morals. or for the protection of
the rights and freedoms of others.”: Article 52 (1) EU Charter: "Any limitation on the exercise of
the rights and freedoms recognised by this Charter must be provided for by law and respect the
essence of those rights and freedoms. Subject 10 the principle of proporuonality, limitations niay be
made only if they are necessary and genuinely meet objectives of general interest recognised by the
Union or the need to protect the rights and freedoms of others.™; Article 2 (1) GG: .. .] provided
that theyv do not interfere with the rights of other< or violate the constitutional order or moral law.”
or Article 5 (2) GG: “These rights shall be subject to the limitations taid down by the provisions of
the general Jaws and to statutors provisions for the protection of young people and 1o the obligation
to respect personal honour.™
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determinedness and of proportionality.”? Additionally. the Federal Constitutional
Count emphasized the principle of specilying the purposes of data processing in
advance and the principle that further data processing is hound to the original pur-
pose.”® Thesc consequences already show Lhe far-reaching influence such a concept
of informational self-determination has on data protection laws.

11.3 Influence on Data Protection Approaches and Principles

In Germany. the right to informational sell-determination is very firmly cnirenched
and has many ramifications and marks the approaches, principles, legal constructs
and laws penaining to data protection to this day. The respective patierns of think-
ing have also influenced the Data Protection Directive of the European Union and
the fundamental right expressed in Art. 8 of the EU Chanter of Fundamental Rights
via reciprocal influences in law-making. Similarly, they affect count rulings via the
network of jurisdiction among the German Federal Constitutional Court, the Euro-
pean Court for Human Rights, and the European Court of Justice.” In this section.
imponant implications these patterns of thinking have on the approaches, principles,
and legal eonstructs of data protection are highlighted.

informaticnal self-determinarion. shaped as the individual right to decide over the
disclosure. processing and use of personal data, centers on data, specifically the indi-
vidual piece of personal data. and in the broader sense its processing in a sequence of
pre-defined steps—collection. storage, alteration, use. transler. Additionally. “data™
and “information™ are treated as though they were synonyms. This reflects an ontic
concept of information. namely the idea that information is a kind of depiction of
reality and that data could be treated as if they were objects. Views of this kind
oceur in the basic approaches and in the legal definitions of data protection law.
For example. the German Federal Data Protection Act (Bundesdatenschutzgesets:
BDSG) does not distinguish between data and information (§ 3 | BDSG) and focuses
on the lawfulness of the collection, storage, usc or transfer of personal data (8§ 4,
13 ff.. 27 ff. BDSG). Similarly. both the Directive 95/46/EC*® and the Proposal of
the Commission for a (General Data Protection Regulation®! define personal data as
any information relating to an identified or identifiabe natural person or data subject

7 BVerfGE 65. 1. 44 .

* BVerlGE 65. 1. 46.

M For Data Protection in the Case Law of the EctHR and the ECJ wee de Hert and Gurwinh.
(Fn. 1), 3. 14 ff.; Sicmen 2006, p. 51: Schweizer 2009, 462, 464 ff.

¥ Directive 9546/EC of the European Parliament and of the Couneil of 24 October 1995 on the
protectien of individuals with regard to the processing of persenal data and on the [ree movement
ol such data. Official Journal L 281/31.

* proposal of the European Commission of 25 January 2012 for a Regulation of the European
Partiament and of the Councit on the protection of individuals with regard to the processing of

personal data and on the free movement of such data {General Data Protection Regulation), COM
t2012) 11 final.
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As a result. data protection deals with highly complex subject matter: It is neces-
sary to operale with the differentiation between data and information. The dimension
of knowledge and the temporal dimension of data and information flow must be re-
garded as well as the decisions and consequences of decisions. In other words. any
new concepl would be misguided if it just focused on information rather than on
data, and simply substituted one term for the other. On the contrary. data remains an
important reference point for legal regulation. But data must be conceived of within
a network of several fundumental elements and is not the only reference point. Dala
protection aims at regulating data processing, but precisely also at regulating the
generation of information and knowledge, at influencing the decisions based on such
generation, and al preventing adverse consequences for the individuals affected.

11.4.2 The Complexity of the Protected Interests of Affected
Individuals

This brings us to the sccond point: How can we describe the protected interests of af-
fected individuals? Atthe centerofthe legal discussion are a few very abstractly siated
descriptions of legally protected goods which are related to fundamental rights: Pri-
vate life or privacy*!, protection of personal data, informational selidetermination.
Art. § ECHR, the right to respect for private life™, has been concretized to various
claims against collection and storage of personal data or claims to be informed about
data that refer 10 oneself. However, legal rulings of the European Coun of Human
Rights (ECtHR) unfold from case to case: the conients of what constitutes the right
to respect for “private life” as a legally protected good is compiled mercly casuisti-
cally.*® Looking at Art. 7 of the EU Charter™, Art. 16 (1) of the TFEU and Art. 8 (1)
of the EU Charter™ the right to respect for “privale life”™ and the right to the “pro-
tection of personal data™—ecach one a very abstractly formulated legally protected
good-—stand side by side. To date, the European Count of Justice avoids a clear cul
differentiation*® and only specifically describes objectives of protection and legally

*! For an analysis of the concept of ..information privacy* in the UK see Raab and Goold (Fa. 12).
2 See Fn. 6.

3 See the references in Fn. 29.

H See Fn. 6.

3 Art 8 (1) of the EU Charier: (1) Evervone has the right to the protection of personal data
concerning him or her. {(2) Such data must be processed fairly for specified purposcs and on the
basis of the consent of the person concerned or some other legitimate basis laid down by law.
Everyone has the right of access 1o data which has been collected concerning him or her, and the
right to have it rectified. {(3) Compliance with these rules shall be suhject to controf by an independent
authority.”

¥ See EC), Rs. C-92/09 u. C-93/09, Schecke and Eifert vs. Land Hessen, hup:/fcuria.curopa.cu, §§
45 ff. The differentiation is necessary but not easy due 1o the interplay between Art. 7 EU Charter
in conjunction with Art, 52 (3) EU Charter, Art. 8 ECHR on the one hand and Art. 8 EU Charter on
the other.






































