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tradition. lt is th~ough the family that we inculcate and pass down many 
of our most chen shed values, moral and cultural. * * * Ours is by no 
means a tradition limited to respect for the bonds uniting the members 
o~ the nuclear family. The tradition of uncles, aunts, cousins, and espe
cially grandparents sharing a household along with parents and children 
has roots equally venerable and equally deserving of constitutional rec
ognition * * *. Even if conditions of modern society have brought about 
a decline in extended family households, they have not erased the ac
cumulated wisdom of civilization, gained over the centuries and honored 
throughout our history, that supports a !arger conception of the family." 

- Id. at 504-05. 
Thus, the Court found, "the Constitution prevents East Cleveland from 

standardizing its children- and its adults-by forcing all to live in certain 
narrowly defined family patterns." Id. at 506. Is tradition a good constitu
ti~nal argument here? Note that it is an argument often used to limit family 
privileges to certain people, like those who have been married in accordance 
with dominant religious beliefs . Do fundamental rights protect against op-

pressive traditions? 
3. Parental rights. What kind of interest can be balanced against the right 

o~ parents to educate children as they s_ee fit? Do pare~ts ~xercise a family 
right, a privacy right, a right to collect1ve self-determmat10n, or a right of 
children that they are entitled to claim on the latter's behalf? The GCC held 
that the social interest in raising responsibl~ citizen_s justifies certain infringe
ments on parental and family rights. Does it? Is th1s a negative right against 
state action only, or is there also a positive obligation to educate children , 
or to protect them against a specific type of educat10n, say, a very authori
tarian style, or against neglect and abuse? If it is constitutional to intervene 
on grounds of harm, is it also justifiable on moral grounds? Also, who can 
claim parental rights? Consider a sperm donor, an absent father , and a sur
rogate mother , as well as a person who joins a family after a child was born. 
Row important are parental rights? Can a father compel a child-or a child, 
a father- to undergo medical procedtu-es for the purpose of establishing pa
ternity? Is there a constitutional limit to a paternity claim, given that it may 
impose knowledge on others that they may no~ wis~ to have-on, for example, 
such a man's immediate family? 'I'he USSC, m Michael H. v. Gerald D., 491 
U.S. 110 (1989), doubted whether there is a "liberty" right to paternity that 

may trump the right of an active father . 

E. VIRTUAL IDENTITY: INFORMATION, 
DATA, REPUTATION 

Identity rests not only on physical appearance but also on personal his
tory and information about one's self, thus on personal data. Where digital 
communication and technical devices enable us to track and save information 
on where people are, who they are with, and what they are doing, and where 
information is a commodity of high market value, the issue of personal data 
is of great relevance. Also, many states have, in the wake of a "war against 
terror ," allowed police and sectu-ity forces to coll~ct :rast amounts of data us
ing surveillance techniques. Where are the constitut10nal limits to this? Sorne 
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(Chapter 9). 
issues relate to free speech (see Chapter 7), others to due process f ton· 
Here, the focus is on informational self-determination, as an aspect 0 a~olar 
omy and privacy. Consider this comment made already in 1987 by a sc 
and former data protection officer: . 

. d' cussion in 
Modern forms of data collection have altered the pnvacy is . ut of 
three principal ways. First, privacy considerations no longer anse. 

0 
g ev

particular individual problems; rather, they express co~cts affe~t!:1* tbe 
eryone. The course of the privacy debate is * * * determmed by yer, 
intensive retrieval of personal data of virtually every ~mployee, t~P~art 
patient, bank customer, welfare recipient, or car driver. Seco:i dtdual 
cards and videotext make it possible to record and reconst~uct m ~ onal 
activities in minute detail. Surveillance has thereby lost its ~xceJ1 1 

per· 
character and has become a more and more routine practice. Fina ~· vior. 
sonal information is increasingly used to enforce standards 0! be 

1 
~ent 

Information processing is developing, therefore, into an essential. e ~ indi· 
oflong-term strategies of manipulation intended to mold and adJUS 
vidual conduct. 

S . s· . . R . · Pr' · I r. · S iety 135 lJ. pa. - prros imit1s, eviewing wacy in an n1ormatwn oc 
L. Rev. 707, 709-10 (1987). 

--"---·-----=----'---- ~---·--- --------=-=-~-"""~~--

CENSUS CASE 
Federal Constitutional Court (Germany) 

65 BVerfGE 1 (1983). 

(A national census gave rise to civil disobedience as people protested ~: 
state's collection of great amounts of personal data for unspe~ified us~:· rtY• 
voking the right to human dignity in conjunction with the nght t~ h e a· 
or self-determination, the Court identified a fundamental right to "1nf?r~ a 
tional self-determination." This right may only be infringed on the basis 

0 

law, according to the standard of proportionality.] . 

lt would be incompatible with the right to informational self-deterrnina~: 
if a legal order would permit a societal structure where the citizen could notbis 
sure who knows something about him, what they know about hirn, when 
information can be released, and what occasions the release of this data. 

·-~- ............... --~~·---~-·,___.__ 

"JUKI-NET CASE" 
Supreme Court (Japan) 

Case No. 403, 2007 (Ju) No. 454-M!NSHU VoL. 62, No. 3 (2008) . 

1 ] 11 * * * of thelf l. (Appel ees a ege that the collection, management or use . d nt 
personal information by administrative organs by way of the Basic Resi e p· 
(Regist;y~ Networ~ generally called "Juki-Net'' * * * illegally infringe th~: of 
pellees nght to pnvacy and other moral rights guaranteed under Art· ce 
h C t .t t' d * * * b kin · · · · f d1'sturban t e ons i u ion, an y ma g a cla1m for elunmation o 1 te 

h 1 · h h * * * to de e based on suc mora r1g ts, t e appellees request the appellant * * * 
the appellees' resident certificate codes from the basic resident register . 

. _ . . rivate 
(1) Art. 13 of the Constitut10n provides that citizens' liberty ~ P be 

life shall be protected against the exercise of public authority, an~ it .c~~ al 
construed that, as one of individuals' liberties in private life, every indiVl u 
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has the liberty of protecting bis/her own personal information from being dis
closed to a third party or made public without good reason. [The data] consists 
only of the four information items (name, date of birth, sex, and address), in 
combination with the residence certificate code and information on change. 
Among these items of identification information, the four information items 
a~e personal identification information which is supposed to be necessarily 
~sclosed in a person's social life to a certain scope of other persons. Informa
~10n on ~hange consists ofthe event that is th: rea~on f~r c~ange (e.g. moving
in, movmg-out), the date of change, and the identificat10n information before 
change, all of which cannot be regarded as highly confidential information 
that is related to an individual's inner mind. * * * 

[T]he Juki Network can be deemed tobe conducted on the basis oflaws and 
~egulations and within the bounds of the justifiable administrative purpose of 
Improving community services and achieving operational efficiency of admin
istrative affairs. In addition, the following facts are also found: [l] there is no 
concrete risk that identification information would be easily divulged through 
unauthorized access from outside due to system defects in the Juki Network 
[2] the act of the recipient using identification information for non-intended 
Purposes or leaking any secret concerning identification information is prohib
ited and subject to disciplinary action or criminal punishment; [3] the Basic 
Resident Register Act provides that a council for protection of identification 
information shall be established for each prefecture and an identification infor
mation protection committee shall be established within a designated informa
tion processing organization, thereby taking institutional measures to ensure 
proper handling of identification information. In light of these facts, we cannot 
say that the Juki Network has system defects in terms of technical or legal 
aspects and such defects cause a concrete risk that identification information 
Would be disclosed to a third party or made public without the basis of laws and 
regulations or beyond the bounds of a justifiable administrative purpose. * * * 
(2) rrhe data collected] cannot be deemed to cause personal information to be 
disclosed to a third party or made public without good reason, and it is appropri
ate to construe that even in the absence of the consent of these individuals, such 
act does not infringe the aforementioned liberty guaranteed w1der Art. 13 of the 
Constitution. Also * * *, we should conclude that there are no grounds for the 
appellees' allegation that the management, use, etc. oftheir identification infor
mation by way of the Juki Network illegally infringe their right or interest in 
making their own decision on the handling of the information on their privacy. 

TAX DATA CASE 
Constitutional TribunaJ (Poland) 

Decision dated 24 April 1997 (K. 21/96) 

[A statute allowed tax authorities to obtain information from banks on 
financial matters that hitherto had been disclosed only at the request of a 
court or prosecutor; it also allowed banks to exchange information on custom
ers. On the premise that a legitim~te interes.t in t~~ equity justified breaching 
fiscal and bank secrecy, it authonzed certam m1mstenal officials to publish 
information about taxes paid or tax arrears of individual taxpayers engaged 
in commercial activity.J 

Generally, it is accepted that privacy refers to the protection of informa-
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. . . f'" d pendence where 
tion concermng a given person, guaranteemg a state o m e . d and 
the individual may decide upQn the scope and extent on his life d1sclose 
communicated to third persons. 

(This] is a necessary element of a democratic State. f n o 
(The] right to private life also includes the protection of confidentia ~ ~ to 

data related to the financial situation of citizens and therefore relates a ~his 
bank accounts (and similar) * * * and transactions connected with them· ·vate 
especially applies to those situations where a citizen is acting as a pri 
person and not as a business entity. 

(Thus] regulation[s] permitting public disclosure of information on ::: 
amount of taxes or the outstanding liabilities may be recognized as a rep ad· 
sive regulation. Publication of information, even on real facts'. maY cai:~heir 
verse consequences to interested parties, both for their busmess. ~n f un· 
reputation, i.e. personal dignity. Therefore introducing the poss~bihty ~ tan· 
dertaking such actions towards the citizen must comply both with. su s nts. 
tive (principle of definition) and procedural (court protection) req'":1'em~ the 
Failure to meet these requirements must mean non-constitutionahty 

0 

regulation in question. 

M.S. V. SWEDEN 
European Court of Human Rights 

28 EHRR 313 (1997) . 
. . . . ndit1on 

\M.S. was diagno~ed as a c1:ild as having spondylohst~es1s, a eo fell at 
that can cause chromc back pam. In her adult life, she slipped and ble 
work, injuring her back. She was hospitalized several times and was. un~as 
to return to work for a long period. When her claim for compensatio~ file 
rejected by the Social Insurance Office her lawyer requested a copY oft e ed 
compiled by the office for the purposes' of her claim. From the file she lear;itS 
that the office had obtained her medical records from the clinic and base 
rejection on information therein.] 

, . 1 ~~ 
32. 1he Court observes that under the relevant Swed1sh aw,. * * *. 

plicant's medical records at the clinic were governed by confidentiahtY. "ble 
Communication of such data by the clinic to the Office would be permissi nd 
under the Insurance Act only if the latter authority had made a request aap· 
only to the extent that the information was deemed tobe material to :h; to 
plication of the Insurance Act * * *. This assessment was left exclusive ~ or 
the competent authorities, the applicant having no right to be consulte 
informed beforehand * * ·i. 

that the 
lt thus appears that the disclosure depended not only on the fact a 

applicant had submitted her compensation claim to the Office but also 
0~er 

number of factors beyond her control. lt cannot therefore be inferred from Art· 
request that she ha~ waived in an unequivocal manner her right under dical 
8(1) of the Conventlon to respect for private life with regard to the me 
records at the clinic. * * * 

37. ~owever, ·1: * * [t]he Cou.rt is satisfied that the inte~f.erence ~~~c: 
legal bas1s and was foreseeable; m other words, that it was in accor 
with the law". 
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38. * * * The communication of the data was potentially decisive for the 
allocation of public funds to deserving claimants. lt could thus be regarded as 
having pursued the aim of protecting the economic well-being of the country. 

Indeed this was not disputed before the Court. * * * 
41. The Court reiterates that the protection of personal data, particularly 

medical data, is of fundamental importance to a person's enjoyment of his or 
her right to respect for private and family life as guaranteed by Art. 8 of the 

Convention. * * * 
Bearing in mind the above considerations and the margin of appreciation 

enjoyed by the State in this area, the Court will examine whether, in the light 
of the case as a whole, the reasons adduced to justify the interference were 
relevant and sufficient and whether the measure was proportionate to the 

legitimate aim pursued * * *. 
42. * * * In the absence of objective information from an independent 

source, it would have been difficult for the Office to determine whether the 

claim was well-founded. 
43. In addition, under the relevant law it is a condition for imparting the 

data concerned that the Office has made a request and that the information 
be of importance for the application of the Insurance Act * * *. The Office, as 
the receiver of the information, was under a similar duty to treat the data as 

confidential. 
In the circumstances, the contested measure was therefore subject to 

important limitations and was accompanied by effective and adequate safe-

guards against abuse * * * 
44. Having regard to the foregoing, the Court considers that there were 

relevant and sufficient reasons for the communication of the applicant's medi
cal records by the clinic to the Of-fice and that the measure was not dispropor
tionate to the Iegitimate aim pursued. Accordingly, it concludes that there 
has been no violation of the applicant's right to respect for her private life, as 

guaranteed by Art. 8 of the Convention. 
----- ---- --

GASKIN V. UNITED KINGDOM 

European Court of Human Rights 
12 EHRR 36 (1989) 

[Gaskin claimed a right to access files about bis childhood that were 

maintained in state childcare facilities.] 
38. As the Court held in [before] * * *, "although the essential object * * * 

is to protect the individual against arbitrary interference by the public au
thorities, there may in addition be positive obligations inherent in an effective 

'respect' for family life." 
39. The Commission considered that "respect for private life requires that 

everyone should be able to establish details of their identity as individual hu
man beings and that in principle they should not be obstructed by the authori
ties from obtaining such very basic information without specific justification." 
* * * [lt] noted that * * * the information compiled and maintained by the 
local authority related to the applicant's basic identity, and indeed provided 
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the only coherent record of his early childhood and formative years, i~ fo~~ 
the refusal to allow him access to the file tobe an interference with his rig 
to respect for his private life falling tobe justified * * *. 

. lved es-
40. The Government contended that * * * the present case ~nvo the 

sentially the positive obligations of the State * * *, [that is] a failure by et 
State to secure through its legal or administrative system the righ~ to resp~de 
for private and family life. ·k * * [lt argued there that this] entailed ! ~ a 
margin of appreciation for the State. The question [is thus] whether fi . nt 
fair balance was struck between the * * * public interest * ·k * in the e~ cie v
functioning of the child care system ·k * *, and the applicant's interest in ha 
ing access to a coherent record of his personal history * * *. 

. . e 
42. * * * [The] Court, in determining whether or not such a positi:k 

obligation exists, will have regard to the "fair balance that ~as to be st;~be 
between the general interest of the community and the mterests 0 

individual * * * ." 
43. * * * [lt] considers that the confidentiality of the contents of tbet ~~ 

contributed to the effective operation of the child care system and, to t~a tors 
tent, served a legitimate aim, by protecting not only the rights of contri u 
but also of the children in need of care. * * ·k 

49. In the Court's opinion, persons in the situation of the applican~ bav::. 
vital interest, protected by the Convention, in receiving the information n On 
essary to know and to understand their childhood and early development. ds 
the other hand, it must be borne in mind that confidentiality of public recor b 
is of importance for receiving objective and reliable information, and that s~c r 
confidentiality can also be necessary for the protection of third persons. lJ 11 ~s 
the latter aspect, a system like the British one which makes access to recor d 

' ·d re dependent on the consent of the contributor can in principle be consi e 
tobe compatible with the obligations under [the Convention], taking intO ~~ 
count the State's margin of appreciation. * * * [U]nder such a syste~ t t 
interests of the individual seeking access to records relating to his p~iva ~ 
and family life must be secured when a contributor to the records either 18 ~~ 
available or improperly refuses consent. Such a system is only in conforml y 
with the principle of proportionality if it provides that an independent aut~or~ 
ity finally decides whether access haE; tobe granted in cases where a contribut 

f ·1 · il ble 0 
tor at s to answer or withholds consent. No such procedure was ava a 
the applicant in the present case. 

~c~ordi?gly, the procedures followed failed to secure respect for ~ 
Gask.in s private and family life * * *. There has therefore been a breacb 
that provision. 

K.U. V. FINLAND 
European Court of Human Rights 

Appl no. 2872/02 (2008) 

[Personal ad_vertisements were posted, without a person's knowledge, on 
the Internet, wh1ch subjected the person to sexual advances and abuse.] 

·k * ·k 32. A co~parative review of national legislation of the mem~~ 
States of the Council of Europe shows that in most countries there is a spec 



Sec.E VIRTUAL IDENTITY 657 

obligation on the part of telecommunications service providers to submit com
puter data, including subscriber information, in response to a request by the 
mvestigating or judicia1 authorities, regardless of the nature of a crime. Some 
countries have only genera1 provisions on the production of documents and 
other data, which could in practice be extended to cover also the obligation to 
submit specified computer and subscriber data. Several countries have not 
yet implemented the provisions of Art. 18 of the Council of Europe Convention 
on Cybercrime. * * * 

40. The Court notes at the outset that the applicant, a minor of 12 years 
at the time, was the subject of an advertisement of a sexual nature on an 
Internet dating site. The identity of the person who had placed the advertise
ment could not, however, be obtained from the Internet provider due to the 
legislation in place at the time. 

41. Thern is no dispute as to the applicability of Art. 8: the facts underly
ing the application concern a matter of "private life", a concept which covers 
the physical and moral integrity of the person. Although seen in domestic 
law terms as calumny, the Court would prefer to highlight these particular 
aspects of the notion of private life, having regard to the potential threat to 
the applicant's physica1 and mental welfare brought about by the impugned 
situation and to his vulnerability in view of his young age. 

42. The Court reiterates that, although the object of Art. 8 is essentialiy to 
protect the individual against arbitrary interference by the public authorities 
it does not merely compel the State to abstain from such interference: in addi~ 
tion to this primarily negative undertaking, there may be positive obligations 
inherent in an effective respect for private or family life. 

43. These obligations may involve the adoption of measures designed to 
secure respect for private 1ife even in the sphere of the relations of individuals 
between themselves. There are different ways of ensuring respect for private 
life and the nature of the State's obligation will depend on the particular as
pect of private ]ife that is at issue. While the choice of the means to secure 
compliance with Art. 8 in the sphere of protection against acts of individuals 
is, in principle, within the State's margin of appreciation, effective deterrence 
against grave acts, where fundamental values and essential aspects of private 
life are at stake, requirei; efficient criminal-.Jaw provisions. * * * 

45. The Court considers that, while this case might not attain the seri
ousness of X and Y u. the Netherlands, where a breach of Art. 8 arose from 
the Jack of an effective criminal sanction for the rape of a handicapped girl, it 
cannot be treated as trivial. The act was crimina1, involved a minor and made 
him a target for approaches by paedophiles. 

46. * * * For the Court, States have a positive obligation inherent in 
Art. 8 of the Convention to criminalise offences against the person includ
ing attempts and to reinforce the deterrent effect of criminalisation by ap
plying criminal-Iaw provisions in practice through effective investigation 
and prosecution. Where the physical and mora1 welfare of a child is threat
ened such injunction assumes even greater importance. 'I'he Court recalls 
in this connection that sexual abuse is unquestionably an abhorrent type of 
wrongdoing, with debilitating effects on its victims. Children and other vul
nerable individuals are entitled to State protection, in the form of effective 
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. 1 pects of 
deterrence, from such grave types of interference with essentia as 
their private lives. ·k * ·k 

48. The Court accepts that in view of the difficulties involved in poli~~~ 
modern societies, a positive obligation must be interpreted in a way w.:es 
does not impose an impossible or disproportionate burden on the ~uthon 1ed 
or, as in this case, the legislator. Another relevant consideration is the 1'.e ed 

. . . are exerc1s 
to ensure that powers to control, prevent and mvestigate cnme hieb 
in a manner which fully respects the due process and other guarantees: to 
legitimately place restraints on crime investigation and bringing offen e~~on 
justice, including the guarantees contained in Art. 8 and 10 of the Conv~r: 1

8 
t~ 

h . h cc h c urt · sensitiv guarantees w ic ouenders themselves can rely on. T e o is b een 
the Government's argument that any legislative shortcoming should e 

5 
nd· 

in its social context at the time. * * * [But) it cannot be said that the respo ro· 
ent Government did not have the opportunity to put in place a system to pheS 
tect child victims from being exposed as targets for paedophiliac approac 
via the Internet. 

fid t . l'ty of corn· 
49 . * * * Although freedom of expression and con en ia 1 . . ons 
. . . 'd . d f t 1 mmun1catl mumcations are pnmary cons1 erat10ns an users o e eco . and 

and Internet services must have a guarantee that their own pnva~Y lute 
freedom of expression will be respected, such guarantee cannot be a so the 
and must yield on occasion to other legitimate imperatives, such a~oms 
prevention of disorder or crime or the protection of the rights and free 
of others. * * * 

Notes and Questions 

· round 
1. Habeas data: Privacy, self-determination and beyond. Claims a rni-

person~l data are based on a variety of rights. Which rights ~gure pr~l as 
nently m the cases above? Consider the Swedish notion of integnty as we 'tb 
the Germai: conc~~t of h~b~as ~ata as a dignity-based libe~y interesth ~w, 
an emphas1s on c1t1zens livmg m democracies. Compare th1s to Frenc b 11 

h. h "D · · · Its a w ic states: ata processmg shall be at the service of every c1tizen. . b r 
d l · th f · · · · nf · e ne1t e eve op ~ · ~ context o ~ternat10nal co-operation. lt shall 1. ~mg r ub-
human identity, nor the nghts of man, nor privacy, nor individu3:1 ° p x 
1. lib t. " Lo' t que au ic er ies. i no. 78-17 du 6. janvier 1978 relative a l'informa 1 ' tbe 
fichiers et aux libertes, § 1, and to the Council of Europe Convention for l 
Protection .of ln<l.ividuals with Regard to Automatie Processing. of P~;~o~~s 
Data,hh which refers rather broadly in Art. 1 to the goals of protect10n of rig be 

df d lf, . · "Int 
an un amenta ~eedoms, and m particular * * * right to p.nvacy. "Direc-
EU, the first legal mstrument to address these issues was comed as . g 

. . 5s1n 
tive 95/46/EC on the Protection of Individuals with Regard to the Proce e 
of Personal Data and on the Free Movement of Such Data,'' which becam d 
the global blueprint for data law. Here, we see an emphasis on privacY a~s
data flow, in the interest of commerce. The APEC Privacy Framework, 

p..u· 
hh. Convention. of the Council of Europe for the Protection of lndividuals with Regard J\ gBO 
tomat1c Proccs.smg o! Personal Data; adopted January 28, 1981, similar to the influen~ers~nal 
OECD Gmdehnes Governmg the Protection of Priva1:y and Transborder Flows of 
Data . 
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sued in 2005,ii takes a different approach, suggesting a human rights frame
work based on "Preventing Harm, Integrity of Personal Information, Notice 
Security Safeguards, Collection Limitations, Access and Correction, Uses of 
Personal Information, Accountability, Choice." Note that Larry Lessig calls 
for moving ''beyond a debate about privacy that is not really the appropriate 
debate in cyberspace" Lawrence Lessig, The Architecture of Privacy, 594.ii Is 

privacy not the correct approach? 
Lessig suggests that the issue is local control of data. See also Anita Allen 

Privacy-as-Data Control: Conceptual, Practical, and Moral Limits of the Para'. 
digm, 32 Conn. L. Rev. 861 (2000), and, for a comparative analysis, David H. 
Flaherty, Protecting Privacy in Surveillance Societies: The Federal Repub
lic of Germany, Sweden, France, Canada, and the United States 594 (1989). 
Also note that, in 1997, the International Labour Organization (ILO) issued 
a code of conduct, Protection of Workers' Personal Data, reacting to growing 
concerns around employers monitoring employees' computers and mail com
munication. Consider what Gebhard Rehm has to say: 

In some respects, the situation has become frighteningly similar to 
George Orwell's "1984" vision of a totalitarian state keeping its citizens 
under complete surveillance. That an Orwellian society, consisting of de
grading human beings to mere objects of state action, is inconsistent with 
the Kantian idea of man as a rational being, that underlies a democratic 
society based on the rule oflaw, hardly needs explanation. But every sin
gle move towards a society with more rather than less surveillance also 
gnaws at Kant's ideal because it leads to more heteronomous decision
making. '1.'he more others know about individuals, particularly those who 
wield a certain power over them such as government or employers, the 
more the individuals will feel urged to subordinate their own judgment 

to that of others. 
-Gebhard Rehm, Just Judicial Activism? Privacy and Informational 
Seif-Determination in U.S. and German Constitutional Law, 32 UWLA 

L. Rev. 275, 275- 79 (2001). 
Unlimited collection and availability of data not only conflicts with the 

philosophical values that are at the core of democratic societies, but also has 
negative legal implications. lt violates the spirit of liberties that human be
ings enjoy in a democratic and liberal society. Surveillance of one's behavior 
even the fear of being controlled, tends to have a chilling effect on the enjoy'. 

ment of freedom. * * * 
On the other hand, a right to protect one's data against public knowledge 

cannot be absolute. The discharge of governmental functions requires a solid 

basis of information. * * * 
This conflict of countervailing interests regarding privacy did not go un

noticed by neither the German Federal Constitutional Court nor the U.S. 
Supreme Court. Both courts have tri~d ~o .cope with this challenge by recog
nizing a constitutional right of each md1vidual to control the flux of certain 
personal information. The Federal Constitutional Court has called this right, 

ii. Available at http://www.apec.org. 
jj. Paper presented at the Taiwan Net 98 conference (l'aipei, March 1998); availa /Jle al http:// 

lessig.org/content/articles/. 
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1 il h " . h . " . 1 lfd . t"on " [Census somewhat c ums y, t e ng t to m10rmat10na se - etermma 1 ' . y 
Case] the U.S. Supreme Court subsumes this right under the right to p~vac of 
The constitutional right to privacy encompasses, however, the protec~?n lo
basically two interests: firstly, the individual interest in avoiding the .15~ r
sure of personal matters (the "informational aspect"), and secondly'. t~e m(t~e 
est in the independence in making certain kinds of important dec1s10ns 
"decisionmaking aspect") [Whalen v. Roe]. 

. . . between * * * [T]he differences m structure, scope and level of protect10n by 
the right to informational self-determination and the right to privacy ~e da 
no means negligible. The German Federal Constitutional Court ha~ denve n
comprehensive right to privacy from the right to personhood which is guara c 

. . f dtore-teed m Art. 1, 2 GG. The U.S. Supreme Court, m contrast, has re use . al 
ognize an all-embracing right to privacy as a matter of federal constitution 
law that in principle protects against disclosure of any data. ·k * * 

di ppear, 2. Erase Data. In many instances, people want their data to sa da-
often, from police and security forces files. How could one construe a fun s 

. · te actor ' mental nght to erase data from state files? Do they extend to pnva . 
like an internet provider? In Canada, the Supreme Court held that re:r:~ 
ing a juvenile first-time offender's DNA sample on the national data ba . 1g 
grossly disproportionate. R V. RC, [2005] 3 S.C.R. 99, 2005 sec 61 Ref~rnn f 
to an earlier decision (R. v. Plant), the Court emphasized the protection °d 
the "biographical core of personal information which individuals in a fre~ a~o 
democratic society would wish to maintain and control from disseminatio~ h 
the state." Since an indivi~ual's DNA contains, the Court argued, the_ "hifh~ 
est level ofpersonal and private information" and is "capable ofreveahng h 
most intimate details of a person's b~ological ~akeup," to tak~ ~nd retain :~h 
data can only be based on a compelling public interest, since it mter~eres d 
a "right to personal and informational privacy." Jd. The ECtHR, m S. ~:ed 
Marper. v. []_K, Appl. nos .. 3056'2/04 and 30566104 [2008]. also emph~s~. lt 
proport1onahty when keepmg DNA and fingerprints for cnme preventlo 
applied the concept of "private life" as developed in Pretty, discussed ab?V~; 

" b 1 · 1 · 1 · dent1ty. to em race mu tip e aspects of the person's physical and soc1a 1 . d 
Id. The Court listed "gender identification name and sexual orientatwn a~fi 

· „ ' ·d nt1 -sex.ual life as ~el~ as a perso~'s name and other means of perso~al.1 · ~ual's 
cat10~ ~nd o.f hnking to

1 
a .family, data on a person's health, ai:i mdivi a id 

ethmc ldentity and one s image. lt argued that "bearing in mmd the r phe 
pace of developments in the field of genetics and information technolo~, t _ 
Court cannot discount the possibility that in the future the private-life inte\ 
ests bom_id up with gene~ic information In:a~ be adv~rsely a.ff~cted in ~?~~. 
ways or m a manner wh1ch cannot be antic1pated w1th prec1s1on today. , 
at para 71. The Court also emphasized that DNA used to register a perso~ s 
ethnic background is subject to particular scrutiny, and that fingerprints, m 
light of today's technology, are analogous to photographs or voice samples, 
and should be subjected to similar scrutiny. 

3. Access to government data. Many courts have recognized a right to ke~P 
data or to have data erased, but courts also acknowledge a right to .obtam 
data. The Panama Court, in Cochez Farrugia v. Ministry of the Presi_denc~f 
Habeas Data on Appeal, Hecord No 47s HD 272-2002 described a nght 
a_ccess to dat~ as a right ~o informationai self- determin~tion, a t~d gene;:;~ 
t10n human right stemmmg from privacy. In Peru, the Constitutional Co 

t1 
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emphasized that citizens have a right to obtain access to government data 
regardless of their reason for requesting it. Rodriguez Guiterrez v. Paniam~ 
Corazao, Exp No 1797-2002-HD/TC. This extends to information about ~he 
president' s annual travel expenses. Rodriguez Guiterrez v. Toledo Manrique 
0959-2004-HD/TC. In India, the ISC understands access to government infor~ 
mation as an issue of freedom of speech (S.P. Gupta and Others v. President 
of India, A.I.R. 1982 S.C. 149, 234), in an analysis similar to that of the Israeli 
Court in Shalit et al. v. Peres et al„ 44 (3) P.D. 353 (1990) . What if data a 
government keeps does relate to the private lives of individuals? The USSC 
has held that there is a common law right "to inspect and copy public records 
and documents, including judicial records and documents." Nixon v. Warner 
Communications, Jnc„ 435 U.S. 589, 597 (1978). However, "[e]very court has 
supervisory power over its own records and files, and access has been denied 
where court files might have become a vehicle for improper purposes." Jd. 
at 598. From a perspective of fundamental rights, what is "improper"? The 
USSC, discussing access to an individual's criminal record, drew a distinction 
between access in the interest of targeting a private person (by reporting in 
mass media, for example) and access in the interest of monitoring the govern
ment (in a context such as civil rights activism). U.S. Department of Justice 
v. Reporters Committee for Freedom of the Press, 489 U.S. 749 (1989). The 
ECtHR, in Guerra v. Jtaly, 26 EHRR 357 (1998), held that citizens may have a 
right to public data if their health is endangered. There is also a long Swedish 
tradition (dating back to 1766, when Sweden adopted its Freedom oflnforma
tion Act), allowing for broad access to public files, that has come, gradually, to 
in.form the laws of other EU member states. For example, in 1999, the Czech 
Republic passed the Free Access to Information Law (Act no 106/1999), under 
which all citizens have the right tobe provided with information by state and 
local administrative bodies, with exceptions for classified information, busi
ness secrets, and personal data. If such rights are fundamental, may they still 
be limited in order not to compromise investigations, as when states try to 

identify "sleeper cells" of terrorism? 
4. Contexts. The right to anonymity has been conceived as the informa

tional aspect of the right to privacy, translating into a right to control the use 
of personal data and a policy of data protection. While it has been accepted in 
many jurisdictions, as in Puerto Rico (Lopez Vives v. Polida de P.R. , 118 P.R. 
Dec. 219 (1987)), scholars obse~e that "p~vacy is minimal wh~re technology 
and social organization are minunal". Barrmgton Moore, Jr„ Pnvacy: Studies 
in Social and Cultural History, 276 (1984). Is a right to personal data not a 
universal human right? Or does this imply that a lack of developed schemes 
of data protection law in some Asian and African countries, when compared 
to many states in Europe and North America, indicates a particular state of 
technology, rather than a cultural trait? Bu~ note that the U.S. does not em
ploy the means of data protection common m Europe. How can one explain 
such differences? Scholars have argued that they "can be attributable to dif
ferences in perceptions of the degree to w~ch privacy is or will be threatened," 
and that "the comprehensive, bureaucratic nature of data privacy regulation 
in Europe undoubtedly reflects traumas from relatively recent, firsthand ex
perience there of totalitarian oppression." Engaging Privacy and Information 
Technology in a Digital Age, 377 (James Waldo, Herbert S. Lin, and Lynette 
I. Millett, eds„ 2007) Consider that the GCC emphas1zes the importance of 
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knowledge as part of informational self-determination. ls this related :on~ 
particular vision of democracy? And if so, does a right to one's data ~ ence 
to public as well as private actors, like, say, a university taking surve ta rs? 

. t ac o . 
videotapes, or should standards differ regarding the state and prwa e . . ate 
Often, signs tell people there is a camera somewhere. Does that legit1:111 of 
an interference with fundamental rights? Does one consent to a collect:~n or 
personal data by using an online search engine or social networking 51 (A_p
an e-mail account? The ECtHR held in 2009, in Iordachi et al v. Mol.dovall ws 
plication no. 25198/02), that "the mere existence of legislation (which a 

0
en

for phone tapping) entails, for all those who might fall within its reach, a ~led 
ace of surveillance." In Moldova, there was evidence that the state sur~e tri· 
human rights lawyers. Does the political context make a difference to oc y 
nal stand~ds of ~gnity, or privacy? In a landmark decision fr?m Gerrn:~; 
the Eavesdropping Att~k Case, 1 BvR 2378/98, th~ GCC held m ~oo4 thorne 
counter-terronst surveillance law that allowed police to bug a pnv.ate. 

1 
ble 

violates fundamental rights. lt referred to human dignity as an inVl? ~ife" 
right to an "absolutely protected core space of the private design of one s da
("absolut geschützten Kernbereichs privater Lebensgestaltung') as a foun d· 
tional pillar for the rule oflaw in all phases of data usage in criminal proc;e at 
ings. Note that the ~CC ha~ held that medical records (32 B"YerfGE 37b~ve . 
379 (1972), fall outside the core." Compare this to the Swedish case a hat 
Consider that the USSC held, in Chandler v. Miller, 520 U.S. 305 (1.997), t. _ 

· t b · d' · stitut1on drug testmg as a m~ans o o tarn me ical data on a person is not con QCC 
ally valid when des1gned as an entry requirement for public office. The ,., 

h h h . t 'sreaso„ now seems to argue t at t e ome is protected regardless of the sta e e 
for investigating it. What concept of dignity informs this argument? Could on 
reach similar conclusions based on privacy, or self-determination? 

Tr · · l · · C fi' · or self-5. ansitwna 1ustice. on icts around informational pnvacY . l 
determination often rise in contexts of political transition, as in postcolonia ~ 
post-dictatorship as well as postsocialist contexts. People may want to knO n 
what happened in the past. In Argentina, the Supreme Court ruled that a t 
individual had a right to know where his brother was taken by the secre 
police, Urteaga v. Estado Mayor Conjunto de las Fuerzas Armadas, }\rg.eni 
tina Supreme Court, (1999-I] J.A. 22. Is this a reaction to a specific hist?nca_ 
situation, or a universal right? Also, societies may have a cognizabl~ Ulte{ 
est in knowing what people did in positions of power in a former regirne .. n 
postsocialist Hungary, the Constitutional Court held in the 1.994 Lustratio; 
case that an act mandating background checks on individuals holding certa t 
key offices violat.es ~h.eir con~tituti~1'.'al rights. However, it stated that "~h~ 
and records. on ~~lVld~~ls ~ pos~t10ns of public authority and th?se ub
participate m poht1cal life-mcludmg those responsible for developlll~ ~ . es 
lic opinion-that reveal that these persons at one time carried out activitl 
contrary to the principles of a constitutional state, or belonged to State org~s 
that at one time pursued activities contrary to the same count as informati~n 
of public interest." Nonetheless, the Court held that la~ must meet a certalU 
standard if it is to allow such data tobe revealed: 

. l , * ·k * . l d under· 'Lustration aws are typ1ca pro ucts of the change of systelll 
way in the former socialist countries of East-Central Europe. The lustrad 
tion, or background checks, generally served two different purposes, an 

. l h l . . laWS according y, t e aws come m two types. The rnajority of lustration 
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lay down rules on incompatibility. Those who held certain State or part 
positions in the former socialist system, and further, those who belonge~ 
~o ~he ranks of the political police. or we.r~ to be found among its secret 
mformers, may not occupy certam pos1tions as the change of system 
unfolds. Particular laws extend to employees of institutions of culture 
(higher) education, and academia, public service radio and television' 
and also to lawyers (see the Czech and Slovak lustration or purificatio~ 
law of 1991, and the ·k * * 1990 treaty uniting * * * Germany * * * [and 
the] laws ***in Bulgaria [and] Albania). Constitutional Court decisions 
were rendered on each of_ these acts in th~ respective countries. * * * [T] 
he constitutional complamts con~erned v10lat_10ns of the right to freely 
choose employment and occupat10n, and of mternational agreements 

which guaranteed social welfare rights. 

A consummate example of the other type of lustration law is Germany's 
'Stasi Act.' In this case, the primary ~~ was nothing other than bringing 
completely to the light of day the act1vitle~ of the form er State security or
gans and secret agents. Calls for the pubhc nammg of former agents were 
tobe heard in other countries as well, but did not come to pass. * * * 

The 'lustration' or background check thus came in two types, according to 
purpose. One aimed to guarantee personnel replacements in certain key 
positions, and at the same time keep the nation's transition as defined in 
the Constitution from being endangered by those who in the past stood 
actively andin their professional capacity against the principles of a con
stitutional state. The other aimed toward a genuine public disclosure of 
the nature of the previous regime, to guarantee a measure ofredress and 
simultaneously to symbolise the irreve~sibility of the changes, thr~ugh 
revealing the activities of the secret services. 

* * * l''f]he Act at issue * * * "'.as ~reate~ wit~ the same purpose. * * * [But] 
it can not be said * * * that it aims primarily to avert a suspension of or 
risk to the transition. Nor was. t~e identity.of t~e one-time agents publicly 
disclosed; indeed, the post-socialist era legislative process only broadened 
the veil of secrecy. * * * Even the content of the Act differed from that in 
other countries; it neither declares incompatibility between personnel in 
past and present offices, nor proposes to unveil the whole previous system 
of political informing, least of all with respect to those who bad been under 
observation. The Actin fact promotes the transparency of those in promi
nent political and other public roles, and thus of the life of the nation in 
general. In it, there is a confluence of the moral obligation that remained 
in the wake of the transition: the unveiling of deceit, publicity rather than 
punishment and the value system normal to a constitutional state. 

The Act must therefore be examined in view of present-day, normal legal 
conditions characteristic of a constitutiona~ ~tate. Owing to the passage 
of time, the legal peculiarities of the tr~ns1tion period can today hardly 
be validated within the framework of obhgat10ns presumed by a constitu
tional state. It must also be taken in~o ac~ount, however, that the change 
of system, from a political pers~ect~ve, m fact marked a revolutionary 
change in that prior to the Constitut10n, Hungary was by definition not a 

constitutional state. * * * 
The Act must therefore be examined in view of the fact that in a consti-
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f · ~ rnation pre· 
tutional state, the fundamental right to the freedom o m or . . For 
sumes that the functioning of the State is transparent to its citiz~~s . s of 
this reason, the scope of private life of individuals who hold positio;ects 
public aut~ority_or who parta~e in ~o~i~ical l~e-wi~h respect _t~~s inde
in connect1on w1th these pubhc activihes-1s restncted. Entir Y tion 
pendent of the original goals of the lustration laws, "public" inforrnaarilY 
on individuals in certain positions of public authority today nece:ctorY 
includes information revealing previous activity expressly contra hipS 
to the princ_iple_s of a ~onstitutional state, ?~ individual~' rnern~~:ge of 
in an orgamzatlon wh1ch pursued such activity. In definmg the .t" n as 
such activity, the Constitutional Court must consider the transi 

10 

a historical fact. * * * 
. ue rnain· 

Nor can it be overlooked that the very system of records at iss h re· 
tained to the present day, is itself unconstitutional, an~ that t ~:e of 
cords both those of the agents who supplied the information, and ~ 0 

ght 
the individuals who are the subjects of the files must therefore ~e :ouallY 
into harmony with the Constitution. Continued secrecy, constitution 
speaking, is an insufficient solution. * * * 

The shedding of light on the past, and with it an objective evaluation °~:: 
importance of the change of regime, presumes the public disclosure 

0 
ven 

activities of the former secret services. With regard to such records,; th· 
laws which otherwise protect the security of information, personal an ~ees 
erwise, regularly make exceptions to the rule, given suitable guaran. ola· 
andin order to serve the interest of public knowledge. * ·k * Just ~s Vltion 
tions of the right to (informational) self-determination require clarifica so 
of just who may gain access to secret service files which concer~ t~e~u
that they may understand the true extent to which the past regirn es· 
enced their personal fate, andin this way, at least, temper the transg~ in 
sion against their human dignity, so too the nagging issue of the p~s nlY 
the larger sense, as it concerns the nation as a whole, can be resolv~ 0

d 
· t ine · if the secrecy of former secret service records is not further mam a 

. . * * * . uncon· 
[But an) uncondit10nal secrecy of the data in the records is 
stitutional * ·k ·k 

. d t access 
~'he fund.ame~tal n~h~ to the protection of personal recor~s a_11 °

0
f each 

information of pubhc mterest are properly interpreted m h~ht d tbe 
h ***Th. · · t nan ot er. . is is ~atural, for informational self-deterx:i~a 10 ·ndivid· 

freedom of informahon are two complimentary precond1tions for 1 
ual autonomy. * ·k ·k 

- Lustra.tion case (Decision 60/1994 (XII.22.) AB hat.kk 
. , l · t unlim· 6. 1echno ogy at work. The HCC demanded safeguards aga1ns . ·on 

ited data transfer, based on an argument similar to the Gerrnan deci~l gY 
in the Microcensu~ Case, 27 BVerfGE 1 (1969). However, rnuch techn~~ve 
is deliberately des1gned not to allow for such control. Should the laW .t elf 
a say in the design of technology, or does the structure of technology 1 sct. 
constrain the law? In Intel Corp . v. Hamidi, 114 Cal. Rptr. 2d 244 (Cal. ra· 
App. 2001), the USSC held that limitations of communication on a corP~ m 
tion's e-mail system were not protected as free speech, since such a sys e 

klc. Reproduced from 2 E. EuH. CASE RF.P. CoNs'I' . L. 159 (1 9 5). 
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was seen as a private, and not public, forum. Connection to the Internet th 
Court found, does not render it a public space. Does that impose conshuce 

tive requirements on technology? 
7. Public and private. A large percentage of data is processed by private 

rather than by public actors. Are there fundamental rights to dignity, or pri
vacy, at the workplace? Do such rights include rights of access to data, and to 
have them erased? Consider the view of Lawrence Rothstein:: 

[In the U.S., privacy] highlights a "possessive individualism." Privacy im
plies notions of property, individualism, ownership and expectations with 
regard to the exclusion of outsiders without specific legal rights to the 
work premises. * * * Privacy is associated with one's home, with intimate 
relations, and with premises under a person's control. * * * This posses
sive, territorial view of privacy finds clear expression in the workplace. 

When a worker sells her capacity to labor, she alienates certain aspects 
of the person and puts them under the control of the employer. Thus in 
the U.S., workers in the workplace, except occasionally in restrooms and 
employee locker rooms, are not generally protected from surveillance on 
the grounds that the premises and equipment are possessions of the em
ployer and the employee can have no legitimate expectation of intimacy 

or of protection from employer intrusion.* * * 
Where Anglo-American jurisdictions emph~siz.e the concept of privacy in 
their legal protection of workers from momtormg and surveillance, con
tinental European countries manifest a concept of human dignity more 
related to notions of community and citizenship than property. French 
Italian, German and Spanish do not even have a direct equivalent of 
the English word "privacy." The concept of human dignity is a social one 
that promotes a humane and civi~ized li~e . The pr?tection of human dig
nity allows a broader scope of act10n agamst treatmg people in intrusive 
ways. * * * At work, human digD:ity is denied by .treating the employee 
as a mere factor of production with fixed capac1ties and vulnerabilities 
determining her behavior and ~g??ring both the worker's individuality 
in the face of statistical probab1hties and the human potential to over
come or compensate for physical obstacles. The worker's dignity is denied 
when she is treated as a mechanisrn transparent to the view of others at 
a distance and therefore rnanipulable or disposable without the ability to 

confront the observer. 
[The author describes French and Italian labor laws and concludes:] In 
France and Italy, unlike the U.S., there is legal recognition that private 
power is as much an attack on dignity and liberty as is public power. 

- Lawrence E. Rothstein, Privacy or Dignity?: Electronic Monitoring in 
the Workplace, 19 N.Y.L. Sch. J. Int'l & Comp. L. 379, 382 (2000). 

8. Anonymity. If there is a right to decide about personal data, is there 
also a right to use, or to withhold the use. of, say, on~'s ~ame? Consider the 
ECtHR decision against Norway. Meanwhile, a ~.S. distnct court, inA.C.L. u. 
v. Miller, 977 F.Supp.1228 (N.D.Ga., 1997), ~ec1ded that an act that made it 
a crime for any person knowingly t~ tr~nsm1t false or unauthorized personal 
data through a computer netwo~k, infnnged on prote~ted ~pee.ch that rnight 
have the purpose of avoiding soc1al ostrac1sm, preventmg d1scnmination and 
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. h h precision 
harassment, and protecting privacy, and was not drafted wit t .e . litY 
required for laws regulating speech. While recognizing the constitution~ute 
of such provisions under certain circumstances- such as efforts t? ~rose de· 
persons who falsely identuy themselves with the intention of decewmg or nd 
frauding the public, or persons whose commercial use of tr~de namfes :us 
logos creates a substantial likelihood of confusion or the dilution of a b::use 
mark, the court ne~ert~eless found the chal~enged statute overbroad s it cov· 
it operated unconstltutlonally for a substant1al category of the speaker (1995), 
ered. The USSC, in Mclntyre v. Ohio Elections Comm'n, 514 U.S. 334 t was 
decided that a prohibition against the distribution of anonymous le~flet ~ n of 
not constitutionally valid. Is there a difference between the distnb~ 1? gbtS 
information on the Internet and on the street? Whose fundament~d n tbat 
are at stake, the speakers or the people being spoken about? Consi er tbeY 
German courts do not release names of people involved in :ases whe~gs 
publish decisions, while North American courts do. What jf co~t ~e ive· 
disclose personal data of people with only incidental or tangential ~vo nd 
ment in cases? Should it matter how "private" or "intimate" such data 1~' atbe 
from which perspective should this be defined? Consider an ar~ent _Y dge 
ECtHR, in B. and P. v. United Kingdom, 34 EHRR 19 (2002), in which a J~odY 
closed a custody hearing to the public. When the fathers who sought c~~ 
claimed that this violated their right to a fair trial, the Court responde · . 

(The] requirement to hold a public hearing is subject to exceptions. '.1'~~~ 
is apparent from the text of art 6(1) itself, which contains the proVl~\al 
that "the press and public may be excluded from all or part of th~ r so 
·i: * * where the interests of juveniles or the private füe of the partie~ in 
require, or to the extent strictly necessary in the opinion of the eo~ of 
special circumstances where publicity would prejudice the int~res ~lic 
justice." (In the present case the] applicants [had sought to hold in. pu tbe 
proceedings that] concerned the residence of each man's son folloWlllJ. gs 
parents' divorce or separation. The Court considers that such procee ~lic 
are prime examples of cases where the exclusion of the press and pu t' es 
may be jus.tified .in ?r.der to p.rotect the privacy of the child and P:(~g 
and to av01d preJudicmg the mterests of justice. To enable the de es 
judge to gain as full and accurate a picture as possible of the advantag to 
and. disadvantages of the various residence and contact options openble 
the child, it is essential that the parents and other witnesses f elt a of 
to express themselves candidly on highly personal issues without fear 
public curiosity or comment . 

. 9. Reput~tion_. Pri:acy a~d. dignity concerns often arise when peop~e 6:~~ 
therr reputation is rumed. 'Ih1s may apply even. to the deceased. Th of 
man GCC held that a novel that "dishonors the good name and n:em~rhts, 
a now-dece~se~ fa.mous ac~or'' could be banned to protect personahty :~ tbe 
given the digmty mterest mvolved (Mephisto Gase in Chapter 7), wh ·al 
actor was portrayed as deeply involved with the N; zis. In 2000, in tbe ßurL 

Ground case, the Constitutional Court ofMacedonia stated: 

Safeguarding human dignity is a fundamental human right and a pr~~ 
condition for implementing humanity, a fundamental principle of tbe ~oits 
stitutional order. Human dignity does not relate only to. living peop:e, bo· 
protectlon also covers deceased persons. Making it a cnme to plac p ,., s 

d ersov 
tographs, statements or other memorial on the tomb of decease P 
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who were enemies during World War II or enemies ofthe social and politi
cal system of the Republic, infringes the right to be buried in a normal 
decent way. lt also violates without justification fulfilment of the moral 
duty of persons related to the deceased to bury a relative in such a way. 

- U.br. 32/2000, Sluzben vesnik na Republika Makedonija [Official Ga

zette] 79/2000). 
Does this mean that a right to dignity extends beyond death and implies 

an obligation of relatives? More frequently, claims are brought by those who 
are still alive. In Italy, a doctrine of a "right to personal identity" is associated 
with the Pretura Roma case (Pangrazi and Silvetti v. Comitato Referendum 
Giurisprudenza ltaliana, 1975, l, 2, 514). brought by a couple whose photo'. 
graph was used without their consent in a political campaign they did not 
support. In von Hannover v. Germany,40 EI-IRR 1 (2004), the ECtHR held 
that newspaper publication of photographs of a prominent person's daily 
routines violated her privacy right, stating: "the fundamental importance of 
protecting private life from the point of view of the development of every hu
man being's personality. That protection-as stated above-extends beyond 
the private family circle, and also includes a social dimension * * *" Para. 
69. Should it make a difference to rights of dignity and privacy how famous 
people are, or what they do? Note that the Australian Supreme Court ofNSW 
rejected a claim by a medical practitioner against a newspaper that published 

his picture and name. Levine J stated: 
[The] right to privacy with which this case is concerned does not involve 
that area of "data protection". What it does involve is the focus upon the 
simple relationship between an individual in the community to whom 
reference is made in the media and the media itself as a component of so
ciety, its accountability, the astonishing power of the technology available 
to it for the dissemination of information and the immediacy thereof. The 
current applications would not be an appropriate vehicle for the resolu
tion of all the problems attendant upon the question of the "right to pri
vacy'' as understood in the community generally, as the subject of Art. 17 
in the International Covenant on Human Rights [sie] and, in light of the 
structure of my rulings thus far, as a matter of substantive law. 

-"GS" v. News Ltd (1998) Aust Torts R 181- 466. 

Consider that the USSC, in Connecticut Dept. of Public Safety, 538 U.S. 1 
(2003), held that registrants do not have a due process right to attend a hear
ing designed to determine their threat level to society. lt found that "mere 
injury to reputation, even if defamatory, does not constitute the deprivation 

of a liberty interest ." 
1 o. Type of data. Should fundamental rights protection vary according 

to the type of data- medical, business, o~ i:1tim~te, for example-at issue? 
Compare MS. and Gaskin: ls there a dec1s1ve difference? In Yesimhovitz v. 
Baruch and Eros„ 44 7/72, 27 (2) P.D. 253 (1973), the Supreme Court oflsrael 
held that disclosure of medical records for tax purposes does not violate the 
Constitution and that there is no duty of confidentiality for doctors when a 
patient discloses an illegal act. Consider this comment: 

Notably, the differences between Israel and the Unite.d States regarding 
the disclosure of medical informat10n relatmg to poss1ble violent acts do 
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· th United 
not necessarily refiect a greater respect for medical secrecy in _e dto 
States. Rather, lsrael's more expansive exceptions can be attr1b':1t~ e 
cultural and societal differences between the two countries, whic a~
unrelated to the doctor-patient relationship. Indeed, it is difficult to ~o ge 
pare a society of five million people with a compulsory a_rmY and a~OO 
portions of civilians carrying weapons, with a society w1th almost h n 
million people with a voluntary army and more unlicensed guns t a 
licensed guns. 

--Silverstein, Steven, Medical Confidentiality in Israeli Law, 30 J. Mar
shall L . Rev. 747, 755 (1997). 

Consider that data on bank accounts has for a long time been conside;e: 
very private and thus protected. ls it compatible with constitutional pro eti
tions of privacy to release such information to the public or to police m~ets r-

. of in e 
gators to prevent, for example, money laundering or the financmg d 
national terrorism? Anita Ramasastry, Secrets and Lies? Swiss Banks ~~n 
International Human Rights, 31 Vand. J. Transnat'l L. 325, 341--4:2 (1998 ·85) 
Belize, the Supreme Court held in SEC v. Swiss Trade, (1995] (Belize) (No .. 
that data kept by private companies is protected not merely in terms of ~ain~ 
taining confidentiality but also in the context of protection from foreign inves t 
tigators (in this case, from U .S. officials). Can and should constituti?ns pro~e~n 
against transnational searches? Consider the extradition cases d1scusse d : 
section C.l. What about "intimate" data? A U.S. state supreme court hel ,diny 

· · t · f · "O ' ked bo a case concernmg pnva e p1ctures o a person m a shower: ne s na bY 
is a_ very ~ri~ate part of o~e's p.erson and generally known to others onlYith
chmce. Th1s is a type of pnvacy mterest worthy of protection. Therefore, w 
out consideration of the merits of [the] claims, we recognize the torts of intru-

. l · · · d · · f t " Lake v. s10n upon sec us10n, appropnat1on, an pubhcation of pnvate ·ac s. t 
Wal-Mart, 582 N.W. 2d 231 (Minn. 1998). Is there a type of privacy interts t 
that does not deserve protection? Consider the use by security personne a 
airpoi:-s o~ body s?a~ers, similar to x-rays, which was discussed in Euro~;, 
as a violat10n of digruty. The ussc held, in Smith V. Doe, 538 u.s_. 84 (20düata 
that the Alaska Sex Offender Registry was constitutional because it held 
that was already in public criminal records, and that giving this data to eo~-

. . . . . 1 t Justice muruties is not excesswe, given that people in the U.S. often re oca e. h 
Stevens, however, acknowledged in a concurrence that dissemination of su~ 
data is harmful in many ways to those on the registry. In France, and also in 
Italy, for example, there is legal recognition of a "droit de l'oublie," a righ~ to 
forget and a right to silence concerning one's criminal past. What reasoning 
protects fundamental rights best? 


