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Information on electronic graduation documents 

Background  

As part of a pilot project, the University of Hamburg has been issuing digital graduation documents for 

the integrated Bachelor of Laws (LLB) in Law programme since April 2026. 

The degree certificate and diploma are provided with a qualified electronic signature an electronic seal, 

while diploma supplement and transcript of records are issued with an electronic seal only.  

These documents are secured using cryptographic procedures and a digital certificate that contains 

information about the issuing authority and enables technical verification. This ensures both the 

authenticity and the integrity of documents issued by the University of Hamburg. Students can 

immediately use these documents as authenticated originals to share them directly with third parties.  

The electronic seal used by the University of Hamburg complies with the requirements of the European 

eIDAS Regulation¹ for electronic seal certificates. Documents issued in this way are legally valid digital 

originals. An additional handwritten signature or stamp is therefore not required. 

 

 

 

 

 

 

 

 

 

¹The EU Regulation No. 910/2014, commonly known as the eIDAS Regulation, governs the use of electronic signatures, seals, and 

trust services across EU Member States. It establishes binding, Europe-wide standards for “electronic identification” and “electronic 

trust services”, creating a uniform framework for their cross-boarder use. This includes provisions not only for electronic signatures 

but also for services related to electronic seals.   

Important notice: Verification of electronically signed or sealed document is only possible in the 

original digital format and with appropriate verification software. Printing the document removes this 

information. Therefore, it is essential to retain the document in its original digital form, as only this 

version allows verification of its authenticity. 
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Verification of Electronic signatures and Seales 

Electronic signatures and seals can be verified using official online validation services, such as the 

European Commission Validation Service.  After uploading the document, you will receive information on:  

▪ The cryptographic integrity of the document 

▪ The validity of the certificate(s) used 

▪ The revocation status at certification authorities 

▪ Compliance with eIDAS technical requirements 

▪ The validity of the electronic timestamp. 

Alternatively, commonly used PDF software (e.g.  Adobe Acrobat Reader) can be used to verify authenticity 

and integrity. In Adobe Acrobat Reader, verification is performed automatically when the document is 

opened:  

If the document is valid, a green check mark will appear with the message: “Signature is VALID. The 

document has not been modified or corrupted since certification was applied.” 

If the document has been altered after signing, this will be indicated by a yellow “!” or red “X” and the 

message: “Signature is INVALID. The document has been modified or corrupted after signing.” 

 

Step-by-Step Guide for Verification Using Adobe Acrobat Reader 

1. Download the document and save it on your device. 

2. Open the file in Adobe Acrobat Reader. 

3. Click on the “Signatures” panel in the sidebar. 

 
Figure 1   Screenshot of a document opened in Adobe Acrobat Reader; in the sidebar, the    

  “Signatures” section is highlighted in red 

 
 

Important notice: Previewing a PDF document in a web browser usually does not support this 

verification. Therefore, please download and save the document on your device before opening it. 

 

https://ec.europa.eu/digital-building-blocks/DSS/webapp-demo/validation
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4. A green check mark indicates valid electronic signatures on the document, accompanied 

by the note: “Signed by University of Hamburg”: 

 
 
Figure 2   Screenshot of a document opened in Adobe Acrobat Reader; a notice “Signed by the University of  

  Hamburg” appears in the sidebar, highlighted in red 

 
 

5. By clicking on the “Signatures” section, additional details are displayed, including: 

 • The trust source 

 • The identity of the signer 

 • Supplementary signature information 

 • Confirmation that the document has not been modified after signing 

 
Figure 3   Screenshot of a document opened in Adobe Acrobat Reader; in the sidebar additional information on the 

  validation status are displayed, highlighted in red 
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If changes have been made after signing, the system will still confirm the validity of the signature but will 

display a warning indicating that the document has been altered:  

 

Figure 4   Screenshot of a document opened in Adobe Acrobat Reader; a dialog box still confirms validity of signature but 

  changes have been made after the document was signed 

 

 

Note on the Validity of Electronic Certificates 

Electronic signatures and seals are based on digital certificates that are valid only for a limited period—

typically one to three years. This limitation enhances security: certificates are regularly renewed to reflect 

technological developments, maintain up-to-date cryptographic standards, and minimize potential 

security risks. 

After a certificate expires, it may no longer be displayed as “valid” in the verification process described 

above. However, this status refers only to the time of verification. For legal purposes, what matters is that 

the electronic signature or seal was based on a valid certificate at the time the document was issued and 

that the document has not been altered since then (cf. Art. 35(1) and Art. 36, as well as Art. 41 of Regulation 

(EU) No. 910/2014 regarding proof of time). 

Therefore, the document itself remains valid and does not need to be replaced by a newer version with a 

currently valid electronic signature or seal. 

To ensure long-term verifiability, it is essential to retain the document in its original digital format. Only 

in this form all verification and validation information can be fully preserved. 

 

 


